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s TRANSACTION: TECHNOLOGY, SNC, {3100 Ocsan Park Bcsyievsrd, Ssnta ?V!oniC3. CA, §0405, US) 
OmO20/i)0: h'04L2im6. Homtm. H04mm7, H04MVZS3 

Rein. Barry D- (P&r.nia $ £drnof-!cls, -■ 15S Aversiife of ths A^rtsrioas J^J&vv Yofk. NY. 10036. US) 
s WE CLAS«: 

1. ^ t n toE) If jsi i n !!> i J <. t 

N V i d <■ tij kI o ^ V ' \ ^ }i4 ou-^nj o o i ^^ o i. j • <.. is ^ | 

s; microprtiosssor vrfithin said tiousing, incsuiSsiig assoclatsd msmory. said micrc>p!\-5-5sssor being rssponsivs to s 

s and oortfroi tunetsws, sod means for ssfoprammmji sssa sssocisjga memory:, 
5 cooibinafbrt oon-spufer sod {eiepihons, fer prcsgrasfirnirsg said rnefnorv. 

s; 3. .A oombifjatfon compossr and tstepi^on® eompftsing; a tiousing configured as a tsiepiions, a dispsay 

V. ^ to 5! J d JS. .5 3 \ 3id <, U-^ J Ox d>. O J, J w\ ^ S! 

<L ^.{.i Vte Sy. !>*» f>! I ^S^ 1 tf«d!> « -J !US *SS >^yf -vSf S*; '^l !! I !!pl, 

a; ffQi-f. said doai oulpiit dsvics. a imsinosy for rsosrving fopti; from said keyboard pscKSSJSor, voS3t:ie msmones s 
5 cofinsjited 1o ss-d micrfjpfoceBSor for rjafSiVir'g s«« storsng insEni^iorss for f;;>ri!rosii?5g safts jvifsnriorv, a 

i->:v!> - ^ - is " ' - ' ^ r:-^r::'s \ l - --i. : (.-^ V-. - i-^iW'v is-is^U ^ ^ vi.- I'"^ - 

{ <. f {•<.(( > ii Of! « > 1 J i X 1 o i %i '^\h =, ! J ■>f^ 

5 4. .A cofnbjoalion cofr^pojef and saiephot-:® as cteimeci in cisim 3 fifrsher corrsprissrsg irsstfuciions msiden^ io 
« said msmory for contr^ttiog said rj^scfopracsssor. 



s 6, A combinagorj computsr and tsisphons as cissmsd m <s&m 3 funha?- comprising: a iapsa Simsr msans 
s; n-itci^oproo«ssor means Lniess reset ijy ss*fi microprocossnr means within a first predesarminso lime 

5 pradaterffjsned iime intesvsL 

s; 7. .A combsfiatiort cosiipisor and tsiophone as cteimssd in cisim Q, fadi-ser Cfjmprising an ofihooS< dstector 
s fnearsa fof detecing an oflhoois G.-jr!d!feon of said tetephons i^an^set rrsoi-Bited on said ii^ppsf rrjountfrig^^ 

s to rsboot said micrftprcosssor mssiis and rarr'^ova powsr from said ieisphons sisotronics uniass said 

s; 8. .A oornbination composar and tsiaphona as sfaiirtsc; in ciaim 3, wi-iarsin s parity ciiaci* maans for at fassts 
s part of tne associated rnemofy ot ti» rnscroprofajsaor m«ans arid iogsc ni«8ns r«spai5S:vs to said pariSy 
s c«®c:>; means provides an intSiTupf: to ssid microproGsssor moans wnsn said parsiy ciio&k means provides 
I an Of ror detection, 

I §, A combination corripuior and isiopiions as oiaimsd in dsims 1 or 3 f-^rihor e»mprssing a second 
iieypoani. 

s 10, A oombinaSicn cornpiiter and feiephons 3S ciairned in ciaims 1 or S fusti-ser oofisprising a second i'odcisi"! 
s i<Bybf)afd. 

a; 1 1, A tei^piionocomijuver compnsirfg; a iiowsfog ixxsfigsirsd as a a>riv«riii:»fisi tsiephone arsd i-savsrsg a 
5 stsndard teisphono I«syp3d, tetephons eisctfofjics, and a mtcrosjompussr sesarnsd !i>8!«i?i. sssd foispinone 

A tefepi4<n« functions, said nsiercs»:>ropi,i!ar )ndod:r;g a niioVopi-ocossor ixiaans wiSh sissooiatex-i rr^etnoty 
s sTiaans and a display rj^aans drivsn by said mieropreoassor msarss, said miwoprasassor aiso bsing 
5 responsive to tnputs irom said i<eypsjd snd to instrucSions reiasned in sssssO -nemory -neans for oDoraSir^g said 
A rnoana, " " " . -> ' f - ., 
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I 12. A teiephonficompijtef comprisirsg: a housing ccs'iflgursd as 3 tess^phone and aodosing iherein teSsphcifse ;;; 

*; ssid telspno;-;® eisaromcs. vvhicri: snnluciss a tsisifsnooe diaier, rsscssv?; ^«(d ourpu?: ssgtis^s fmm ss;d ausi 

■-uSov o H if v!' v<.'f X' ife ^ i;j <j no nj'v f x .'• fu io^ a '> ^ « r Jio uf s „v > o j | 

s ;«jsc! mscfoprocessof mears'j for fecetvsng and siofi'ig i'lsiryCiioriS snd s pmsbie msfrsory :Tissns which is 

tof sto>':;-i9 an ir.itiss ifsstfiiCtiofts tof is>fi micmpfocsssor ;-ng3:-i&, s cornmi^iiitstions pmc:«s&or for iogicsiiy 

O r s d \ t.p Sid i({jO ■> ^15>\ ■> 3v\ h } " ■< fcf C5oq > O oS p ■'t 

s ejectrofiics wrssfi ttismis a power diseonnsct to said mtcropr»cassor msans, sfsd a moa&m measis for 
s contmunsoatBg !o csjropusers '-n g&n^m: vsa teispnone isnesj. said rnoaam means b>S!ng k"5gicaiiy interfaced 
*; vvsth ssid cors-imiioications :pt-occ<ss.or and safcf micrppfe&sissor msans, a ci-splsy msaos \^tficn s driv^o 
it said s-ificroprocasjsof s-ifeans, S3id B-iicnsjsromssor means aiso receiving ouipuss ffcm sski duai ouSput 
s dev-cs snd said microprocsssof msans ssleotsv'siy erovidii-ig inpiite to said t&;sphons dfeier. whsnsfoy said 

V. x» --yf fw^^s-j&v. xs v.t ■• f )t»v.oolMO! ' »3k5 ^v>-^ =i\ nis<sn» s>^d ^^^>^!s!■• t -!sa)te 

s fi'om anatbarcQi-np-jter or ssid micraprcscsssor n-sesns cam be iocaiiy progfaFrsniafoie asStsar vis said portsbie s; 
it ■rs8!Tsc3!Y m&arfs os by & SocaS progsammfog means aperativsiy ooiissactsci to said gate array f^sans, 

it 13. A teisphonecorifpsjter according !o cissn^ 1 1 of 12, whara:« said t«isphcns eiacSfonica p»f?«(i standard 
it tBkiphona opsratscin wftao povw is disconnsersd from said micswcompijtsr, 

< A w isp; > a tisf ..jf Q n V ^ 5 s i? 55,., (. w * (nv.iud«^» ^ ' v ! ( as f ^) 1 

it camtmmc&iktg with a rsmate computer. 

it 16. A tsiisphonecoiriputer accoidiRg jo cissst; 12 of 14, whofairs said s'f'icrcwofnpsjisf accesses a rietwork 
it hosi computer vis said modafn ffjasns, said nsivs^isfk hast con^putsr cosrsniuntcasing wssh Inforrrjatson and 

financsai sefvtcss m forirssts used by said .^srv-ices. s^?id gats array sTiearss Ps;ng r®!T!OSsiy recn^-iftfji-trabs© by ; 
it pf ogrsms JransifTritied ira?n ssid netvvof k ihost carnpijief, said prcjgrams conforrning to a formaS vvhsoh said 
*; microprocstssof msans unssrsSaods. ihsr&py snabiipg said micrcxiompijtsr to communicasfi v^iSfi: said 
it information and financia! so-vicss which nse fofrrsats 'hs; ara incompatsbis vdsh said micfopfocsasor means, t 

ti 18. A tS!Bpharsaco.mpij:t8r scco.^'Ciirig ro cisssi; 15, forS3ar coi-nprssing: 3 ws!chdog tii'iiar means vvhish is 
ti fssietiabia {jy stgrssis ffcrn said ro^scropaX'Ssscir means, said fcrner srseans prwiding an .rrsfefixipt to sarJ 

it sasd n-(icmprooassor sriaans dasrig rabootad and said tifnsf rf;eans batrsg disadied ursiasa sssd iimar i!>s3ris 
ti is rssst vviSi-n s sscond prndsterminsd time iir^st. 

it VL A ta!ephonsca,mput?iracco,fdiiig to ciaim 16, turfrtsr coi'nprising: a darscSor msaiis for d>at&cJiiig an 
it offhook coodraon on the handset of ths taiepixsns. a iimar maans responsive to sa-d offSsooic dsiacior 
*; msans sncs s:fgn.ais fro.m s.«:d microprocassor rs'isaris to rsixot s.sid micfoprooassor me.ans if ssid timer is 
it not rasat by sasd iriiasxjprocassof maans vyiihin a pfsdaiarminad !in>8 iniervai, 

ti 18. A te-epharsficofnpijter 3cc.o.t'd!ng ro ciam-i 17, further coi'npnssng: a pfsnty check moisns for a! iaast a part I 
ti sssd rnicrtjpfooassor means -when: sa»d parsiy chacti means p<fov:d«s an atror datactjon ' ' 1 

Ji«d to sard kaypad., 

I 28. A teiephanacompijter according ic dasm 1 1 , wharsin: said STisniory means ir^dudes a portsbSs rnsmory I 
it m&sm, oonfig«rsd for pai^manant data storags svan when disoonnsctsd from said mics-ocon^pt-ifor. 

ti .21 A ieisphonocofnptjtaf accofding to ciaim 12 or 20, wiiarsin sasd poriahia oiai-noi'y means is a smart 
I csfd, 

fi 11 Of 12, furt;5af (xm^mvg a i\8yi>osfd for iopufcrtg 



s ^s-tai < ■= >!- S-!} ; \ Ed "«f!g itoc «■< v')f< ! -;• ^ h.x -^ \ v v- fjoi >. »!-o 

it 3*. A ta!:aphone;>;>!T!ps!taf according to ciasm 11 or 12. v,h8rs;n said keypad fwdhar inci^idas .additionai 
it progf-arti!Tiabi8 fandion keys*, 

it 25. A toisphonaconfpwSar according jo claim 1 1 or 12, farthaf comprising an inpus/ODtput port rrjaans. 

I 28. A teiephanacompijter according io dasm 25, ftjrfeer comiphssng a bar code, raadar cr an optsca! scanner 
ti adadiad to satd port maans. sasd m;c;rop!Ti>3«ssor masns bsing also responsive to ii-spuis providad by said 
ti coda rssder ors-ascs optscai scanner. 

*; 2?\ A tsiephanacompritei- aecording ta oiasm 11 or 12. vvhsrsin said i-ewnfigurabio gats asTay Pitjans 



CXV„A«001«65.003 



DOBsross iogicsi oonnetsionsj bsfevesn said micrcspirTJcesBOf STissns, saici irseiriOfy ?«8aris, sn-ci jnpsjtfoijtput 



28. A tS!«phon©compiJtaf acnordirig to cbsm 11 or 12, whoreln ssid srissriory m^sns inciudes eSsctr;caSSy 
pmgrsmmabJs nan-' ^clatiie msmosy cSsvicss. 

29. A t«!isphoo®con"(pi.sfe!' accKJS'difig to dssm 11 of 12, fi-jrlher is'sdudsng a profedfen device for protscSsng 
sasci feSsphOfiS eisctforsios torn damage caused by ovsivoilags and overeysTsn^ in tiis tstephons Ims, 

30. A teiephonscosnpsitef accofdsng to oiais!-; 29, whss^iin sssd psxiiscJiors dsvics oorrjprisss a bi>dgs dsode 
connected beiweco a rssig isns snci a 6p iirie of ssid te!sp?!Ofws line corsysri AC vo^iage OC vcitegs, and 
a siliconoooffoSisd: rsctsfisr pfsc«ci bstwssn said nng and tip iiniss, wsiich pfffvid&s a pr«t&ct;cn against 
ovesvcsisage as well as ovsrcusTsnt 

32, A t»!«phonecx>!mp«tef accordirig to cSaim 11 or 12, whorgin said dispby rfseans inciudes a toych scrssn 
lof srsputling instfudions to sasd STiicrcprocessof means. 

33, .A tsi'3phorsea«n"(pi.s?8r accordifig to dssm 1'! of 14, whecsiin saki modem means dstsds calSing pssjty 
data signals and pass said sigrsais to said misrosomputer, 

34, A t®!Sphon8cofBps.!tef accof'Sirtg to dsim 13, wh®r«in sssd teSephon* dialer and s-asd fRjcrocos^'ipyter ars 
gfosjnded sndependBsit^y to pravlds an iodsiXindont and discrosjt teisphtirse oper.ation and an indsprarsdeol 




35. .A ts:isphor!e«3!-!-(pi.f!8r 30«3!«if}g to dasm 12 of 14, whersin said m-odemi means has mesns for deteding ; 
and distsn^vjishing svisy. caSkvaiJing. r«-::j"ig. disL and rsdiai Kiniss, and rrisans for <S!&p:a.v;ng fhs ds!>sciiori 

36. A tsiaphonsracimpiJtaf acno^sing to clairr; 12 or 14, whoreln ssid rriodssrn means has me.^ms for detecting ; 
cail:fig party dats sjgoais and passifjg said signais So said fiiicropfocessar fiSisasis, 

37. .A tsi'3phorsea«mpi.st8r accordifig to dssm 16, vvharssn sa:d ssgoais ssrss CLASS signals. 

38. .A, tsfephors»co.mp!.i:{8r scc.o.^'ding to dasm 12 or 14, wiierein said nnodsm mo.sns hss means for providing ; 
profecSion frofr; an fatsEropSiori in cs'Tiar signal ov«f the tstepi-OEis sins, and sssd !TJods!!-: has mssris for 
aofrimaticaiiy retraining when ijaid int-srafpfsoo is grsster than 0.5 second dufaSion. 

3S, A tsiephctnacompufef aecording to ciasm 11 or 12, wftsrsin said micfapro&sssor msans having means to ; 
iwcaver tfofr! s syaisrt! ''Socksjp" caused fey a sofiwsrs error or other efrcrs by depi«s3ing a specified 
ssquefioe of k«vs ors said Keypad , 

48, A te!Sphon8cefnpi.!tef accofdirtg to daini 11 or 12, v,'i>8r8:n said ijiicraprocsssor si^sans is 
pfograi-rsfriabis at several diffe.t'ent system Seveis. 

41, A tsiepPoneoompote!- asoording to ciasm AO, wher^sn said diffes'ettt system ievsis incitsde a !-iAt 
sofivvars which is downloaded in pages froni a nefevork hosi k-rminai, a BiOS sofcvare vvhids can he 
dowflfoad^^d by arj externai carrsputsr, snciuding said ps&vork host coi^-jpiitsr, psx-igrammafoia ga5>s ap-ay frxis ; 

42, A ts-ephorsecomputer accoraiag jo ciasro 14, >vh®resn S3i« miCTOoampul&r fuither cofi5pnsss a ^ ^ : 
and ssfd i<«ypad, 

43, A Seiepiionsixsmpidef asjeording to ciaim 42, vvherain ssid rnicropfocssssor fneans furiiier sociudes a 
systsrr? irstsgdty processor with a ROiVi memory device whicii stores initial instructions for ths 
msGfopracesscr means. 

con'spuEei-s, compEising; a horrsa tarf-w^ai, c-ompf:sirtg; maans fc^f■ pron?p4ii\g^8^^^ ^j*'",;^ s»^«st oiia of sa:d 

for accessffsg a sasvfas coi-!^ps.fi8r in responsj to ss-iectson of tne semce sompuief by a user n-:e^jns fof 

inio 8 saquerice ai aosess oomroands for accessirsg the user saiacteP sarvioe compuiar, and maans fof 
downioading to ssid home terminai any sofSwafe mqyirod to asio^' She horns terminai to prompt the user to ; 
supply ihe seiacted sasvios coi-!^pi.ii8r wiih any inforrrjafson reqrirrsd io prav^da its function to a conswrnef 
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s vvhefssn said yssr ssi-msttai ss «R8b!«<d to ocmrnunjosis with a nsMork insss computer whs«h m turn !s 

s: cornmunicaiSon session befeve^rj ths horns ttsrrsiinaf sniS ans of said sen/ses con~;pi-<tsrs by sp&cif-y'ing t^s 
s ssrvii® syppofted by iim ss5!v«>3 cosrsputer: and srs respcjj":?.© to ssid :Sp>3cs:f!«3t«HV deterfnsrssng v^.'f5fiSh«rthe 

host fei-fViiFjai has stored thsrsifi sppiicsticn softvvam siii*sbl« to pronipt tiis ussr tc suppiy infonration 
a; surScisnt fc acosss tf;s service cosTipuJer; where said detsfrnsnatbrs is :rs jjie rssgaiivB, downSoadsng m 
5 appmpdate page of toraiinai sopicasicn sofSwars from said rjoSworK ho^t cosrip^itsir tjs sasd home tsri'^-jinoJ: 
s sstd !-!«iwofk host rassoodsng to sooh spsoitscsiian of 3 servsi-® t>v prov-dsng to sasd ussr tenfisnai 
s snstnjciforis 'o prompt the ijser te supoSy aoy specific jofar'rns'ior! reqiiired to actisss the spec.tfsed sarvice; 

>, -- i , I f 1 ^ ^ - X <.f ^ (si ^ tv- "t -<ii-. ns 

s; to access tho some© corppotor 

s: 4&, Th® mstho<i ot eiaim 46, whsrsin a standard mossags fcrmst is 
s messages botwsso sski homo ■orr^snal sr^O sa:d network hosjt ssic 
s text poftion whsmip penirisjit cista essmafits may t>s tran&mittsd jt 
ooch s bs')!-;c; pfocs'Of.'^ be cSt->T-^ot jdf^titsa-iiO-^ 

s; 4?". Ths: meSi^f^d Df cisffn 4S, whefsio sacii oata eiemsnt ii^ aSso precad: 

4S, Ths; msthfxi of'ciaiir! 46, vvhao-sifi tfis ssmo mssssga forma? uses f< 

s and vvhsrsiin siach pago of appl?«ation softvvam s& prjsoodsd by s page idersetioasioii. 

a; 49, The sTietriod ciassn 48- svhejeif; msssagos ussed fo downiosO pages of aopSicstion SJoftsvare are 
5 Psstsfigoisnsd fror^'^ mossagas ijsoP to oomriis-^oinato trarisactirsn mssssgos by ,<spsdt!0 trsrsssfitioo c< 
s pmooasng ths tfansac-tion irssssages. 



s 51 . Ths motPod of cisim 4B. ^.vhsroio said psgs iosniification is precsOed io said mosssgs by a sransactior^ 
I cod» indicating ihat a pag* of sppiicafson »ofcvai« is bmrig tf ansmiited in tii« mss^ag*. 

i'horsio sach moss>ggfs feansmistod bstwssn the home temjinsii and tho 
isisolioft and reoovofv informatioo. 

s 53, A syslmv. fbr pravivifng us;*!- friendiy acoess from r«i!>c>ta us«i terfssinais to a pk(rai«Sy of s»fvic« oompyfer 
> } or OF! nq > ! t it ! " \ n«! i. > s t 1 o t J> si f^'- ! ^ t j " 
> 'OS v,jt t(q \ ;h s-f ^(ft^.- » ^Cv to 3 'if^v us«rt8iTnina: ps^otocoi: (&) secosxl 

^^f?^1 -a*ici^ r"^3ni• for 0^ T->iyn aiifjs ha^ j jiit,( ^j" « r i " ^vjm"!i*r *5^stl: c a^ -^onqva 

s piuf3i:ty of sarvsoo GJjrnpiisef ccJmrnurssBtK proto(»|s, i;c} means for oorsversion of dais fooetvod frorr? a 

a; proiocois; (d) ni;83«s for storing appisoaiion programs, oansssting of insiixisiions to onabie said us«r 
5 tefrriifiais; to pissrript 3 ussr to input date reguir^d by a pasPcuisr servsc® supported by ono of sa:d sorvios 
oorsipuisr* re&por;s!VS: io a data r^tjuast feoeivfed iVom one ot sasd ssrvico oomputsis. aod irisiructions io 
A ensbie sasa tef rrjinai sffsctiVQiy io rsgussi tliftbor data iron^ sasd usor rsspoosive so tho dais psxsvidod in 
A rasponsa to'pfiar requests; m<i ie • mssns ter downioadtrtg said siorea appijcaiion programs to sa^d us&r 
A teftTiinais; and one of roora usee tent-inais. each comprising; ;3} input rnoans consistfng of a timstedforrjisi 
A freypad, ano dispi-sy msai^s to indicsto so a usor pc-ssibijs rssposses to prompts supportsd by ssid keypad 
A at a given iime, ^b) means for fo«j!V!ng arid siodi'ig said appiioatiof} psogra-nsa dosvnioaded by said ootwark 
A host compater, ano ^c; mesns rospofissve to said storod appiicstior? programs to p:->;>iT!pt ttio sjssr to suppty 
A requsfod iiipot ftom ihe ossr josporssivo lo ii^e ussi's seiocliors of s dessfod sorvsos. 



COMPyTEi=? mo TBLEPrnm APPmKTUB with user FRiEMDLY COMPUTER fNTSRFACE AND 
ENi-IAi^lCFO tNTEGRiTY FEATUi^iSS 

This appiication is a contsnuaiiori-in-part of app-oation Sensi f^o. 0>-/250.832, fjisd October 2\ VS&B 
Which ss a C-i-p appticason Sari.a! No. 0}'.'iS3,440fii©d Mstf 5, 1988; a continu8tior?-io part of sppticstirsn 
Serisi No. 07/433,325, 15isd Hovembsr S. 1885; and a ootitintiatson-in pari of appiiostiot^ Ssrial Ho, 
07/439,739. tsitod Kcvorober21, 1889. 

FietD OF THE iNVENTiON 

This fovootiao reslaless to s teisphonss, o:>ofigufod to poifersr? as a gonofai purpsss oompuisr (totophone- 
coii-sputart as wsii as a convsnticnat rsispho«s, wriis® ps^ssnting a ussr-fRsndiy sppsarancs. ivtorscvsr. 
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this inveotiors relates to a ?«8thod for commi-inksstsng between ths tsSaphonfi-cofRps-iter or persona; 
comfjulsr, and ons or mors rjeSworss for providing ittferniation and finsncisi ssrvicss, 

SACKGROUI^O OF THE !!^V£NiTiON 

accesssbfe t^oancsai and ;«fcrmaSion provider sfirvscss, sudi as 8S.!ferrsatj&d banking or stock pHco 
quotatton:, are cufreoSy aocssssbie rising 3 psfsona! coiYspiifer (PC) of a "aurfib ierfnsnas", a fer!!-!:rsai 
davsce hevitng no ifsseiiigence Ssioh systems are not fuiiy us®f--fr:end:y bscause Shs yser nescis soms 
flofripsjier iiteracy aod famiSisrify wifb the finsncisl and infarrns'ior! pravidsr sofviceB* pfogrsms. TTse depSh 
ot ihsir mafket peneirasson ss gsrierally isroiiod to !.:sier8 who afa knowS'SdgassoSo in ihs oorrjpuief t:eSd or ic 
Shosis wiiiitig to team. Accssssng aoch sorvrcos ussog PCs ss siso r<=>s!r!CtsKi ov me §inf*t8d avaiSsbsifiy of 
PCs in fhe residences of most potooSsai ijssrs. -i.-lorsovar, jnosa piitentiaS isssrs Luck the basic is-chnica! 
skfSSs to opsrate s PC or Shey tmd a PC too ir(>x>nvsni8ni to' operate. 

St \viii 3ho bs .apprscisSod ti-sat in mc^ot yeafs costomers of ono of these mrnoteiy sccsssibSe ssn.'(c®5. 
sutomsfed feankittcs, rsavs ittcreasifsgiv tsecoma acoLsstomsd to 

im'mg asitomaSjc teiier machine devices (ATMs) . These devices have Jx;o;>:>is retsSlveSy sisccessfijt 
becau?* !~!sy provide sin-ipi^ sod ctest- 'ii-^^rn.is" of ci-iOiOsa ^o Cv<&tO!-!i«!-s as oacii stop of «3cii transacrisn. 
Usiog th:8s» si-Tspie meous, ouslornefs sro s^adiiy isd thfoug^'' "i^"*® s«qu8!>c« of inputs rs^^i^iis^d by ftss 
system So respaod to o-jstomers' reffwests- it vvouid be dessrabie if siicii services were corsveniantiy 

porpose ol providsng a sisadsiy svaiisbfe user- ffiar;d ;y !!-:;cfocomp5.:t8r wiih ihs iamsSaf appssrarsca of a 
staqdard tahie tsiephone, 

Firssncssi and inftimsatioo proviOef ssi'viess typiosiiy are rsmotely acossssbSs using sofSwara prspas^d by 
individual progran-imofs sjsing psrsonai somptifsrs Typisaiiy. ti-ssse personal computers are those 
maniitactvifsd by lb« i8M ConJoration (iBSsit PG) or so-oalfed "cian«s" (PC; nianufaotursd by sti-isrs, Aii 
those coirtpuEsrs ryo vsrsoosi software programs v^'hich ha\f« been dasigried io fun on an iSM PC, Tb» PC 
systeni is cofTsnSy so ftioroiighly entfeoched tnir\ii.igheii!t the inbiistfy that repiacenisrit by another iyps of 
systsm is unSksiy, A«y boms tgrmina! or computer intended to b© eriipioy«d wiih a ren^ots acoess system 
now operaiing: t^-picaiiy erfsotatos iBfd PC "archstsoksfa", Fufther daSasSs of this fjss^sjsromsm are Sisl 
forth bdow 

To date, sobstantiaiiy af! PCs i'isvo bean oonfigursd to oornpfiso a ksyboard having 6D to 10i kays, a 
dtspisy dovfcs. and a housing containing tho ciiv;!.;!; :boafds of rha con^potar incioding various input/output 
(I/O ■ iptsdac«s for oonnectfng dovt»ss suoii as modsrris for oommorsioatron, printers, and the uku. It vvsii 
he apparent to thosa of sKiii in ti'sa art fi'iat tha proviason of "PC funotionaiiiy", the abiiity to afn 
convanftonsi PC sofivyara prograsTJs withOLSi iTiodltioatlon So tha software, piaces very S!.it.istsint(ai 
oopstramss on tho daaigrs of a 

cornpntef that is to fit vwithin a reisavely sniall housing conibrming in ss^s and shape so that of a 
conventionsi tetephorss For exars-spSe, virfs-saiiy all PC pfograrns are designed to be stored on floppy disks, 
or 8!« inrtiaiiy auppiied o« floppy and Sater copied to a hard disk. Both of ii-iase m«mory devices 
raquffo mora spaoa ihan ia available in the hc5us:ng of a coovaofionai taisphone. SiiTiilady, the olfct.ilf 
boards used convsntioriaiiy srs PCs are msjch ioo large !» fir ivitmn a conventiorsai telephone, as are- ibe 
QWERTY kaytjoards ptasenlty used, ActtOfdingiy, it sa not possible to sinipiy foros tha nor mai PC 
components into a hat^sirfg rssambiing a convsntlonsi fslnphons fviofeovw , it is desirable to oiirrjinaie the 
uss of rsmovablo floppy disks and ti^e iiks to simpiify op9!^stion and to render It even more nsar- trssndfy. 

It Is esseofiat to provide a teisphons-con-ipufar sbat can slrnolata the eperafion of a systs:'>i comprising 
fSoppy and.'or hat^ dssk me'Tsoty devices, as weli as othar I/O devsoes anch as prinisrs and ii'fe Siks, vs'l-iils 
fitting vvishiFi thie confsnss of a famiiiar and non-thi"eateniog telapi>on® and stiii provtde aii conventional 
telepi-iCiBe funofions . irwiii also be appreciated that if a home temiinai is to provide access to a rfjmote 
sarvtoe computer to pastorrn private sasvsr^es snoh as fitiat)C;al transacboi^s, a vary iiigf^ degree of sacudty 
nfust ho fousit into ti^e aysfetn, socH ihat risers cannot oorrupt their own or other acconnts, cannot modify 
other aooonnts, and, most iniportsntiy, canoof cause a system as'or that wonid eaase the entire remofs 
oonsputer syateiv! to oease opsrations, fsowaver briefiy, "i "o do so, the fioma iarmlnai ttiust sntera*;? wito ths 

and host be amsnafcta to oorjverjiert aitsration at a fater tims, it neosssary. 
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For exsmpis. havs fscsntSy bsen widely pobiicszsd insiancss of "sofS^A'ars vifyses" csussrsg oiiaos m \ 
cor«puter neSworkij iS is theretore Highiy sigriificsf)!: that Shss CQmpwteiiKJd teiephone pr ovSd&d k5 She «ssr ; 
ay me pressnt sttverKson fee tipdatssle wsih mspeoi to any hsrdvvsm and software changes ^s?hich may be ; 
S'Squired to eSifflsnste She possibiSiSy trf such bugs »r vimsss. it must asso :b« capsbfe of sitiptefftenSrsg risvs* ; 
forms of secifdJy s;jch as rfsta encfyption. The prior art teaches od systefn vvhkh piwsdes iinythirsg 
fsmcitsiy ressmbiirig this sst of fsaturss m a horn® terminai intaridsd for accessing, for iristancs, s 
banking aystenv Megafet Computer Corpofaiion, of Wesion, Orsiafio. 

Shorsbv' eapabSs of sxinnlog convantsonal sofcvars pfograms infonded for use with c^^vwsnfjonas !SM PCs, 
Thss; Megates sjompussr has a ssngis c(fc«S bcssrd txsmhining s niiosoproc«ssDf, fypscaSSy a Nippon Eiecffic ; 
Corpofabors SHEC) modeS V2S or V40, a pmgfsrf^mabie gets array obsp, soici by Xi\im Corperation tincier ; 
^'lodoi No. XC20ia Of fee esjiiivateot, random acosss momofy ;RA?i^) , foaci-orsSy srssitiory {ROM) , and 
varfeya i/O dovicss, as wsii; as associated ocsnrsscfors and fh» SSkfs SfissSy sfaled. the use of Sho 
p?ogrammabis gate array te conrsocS lis micrpprocsssor to th« msmorv and to the i/O dsvicss has 
pFOVKJed 'Ms compLifef unpss-aiieted tiexibiiify i?^ sniiisabon ot She Oassc funcbosis of as-; SBM PC sucf^ 
Shai ft is capabfe of running substaoisaBy afi conventional soBwam ptogtsm& tor ih& iBU PC. this is ifus 

-. t t^ti r =! ^P^ tvns f^f <^-!v»J>^ >^(pvJ«! l!!i f j^- >-Ot,^-. 

srssdsa, ponisrs and the Ilk*, and «van thoogh the sofH-vare wooid noirfiaily tun only on computers 
conffgored for m IBM PC, To fxMy understand 9m 

ssgnsfscaoos, a fcrisf disijussjon of tbs fSSVI PC compati&jlsty is d:ssfos«d betew. 

As a ruts, conventional software pfegmms are "PC- oompstifate" vsttsn fhsy am infondsd to b» run on th» ; 
IBM PC, Howover, not aii "PC-compatsbie" pmgfams >viii tun on aii PCs, Fof oxsrfiplo. ono progfam may ; 
f'Sqoitra a hard d:tsi< having 40 rn8gab>";©s storage oapacisy, Anofhe^!" may ft^quiira one oiogabyfe of RAM. A ; 
fhsfd may reqtiife en optical disk, e ftjurft a VGA .^deptsr card, end s fifth, bvo Soppy disks Thus, PC- 
vO' p bfi Of \*i !. J J ait V. la' pro ; !■ C nt ^ufo >• ; 

sppfopnslo optfonsi Internal dovicss and pariphstais on whicf? the software wiii thotj nm. In oftjor wotds. If ; 
iioes not i-nesn that si- "PC- conipfstsbis" sofiwaro wiii run on Site same PC. 

Tha basic hardwai's oomponanfe of fho PC, as disiinguishssd Iforn its psbpbarais, inolude a 
rriscfoprocsssor. ROfyi, and ^%^i^^l, and oircoiS essrosnts providing loglcsi oonnediori bslwasn Shss» basio 
componeriss as waii as to the K«vbosr<3, to im dispisy, and to ariy p«npbefa;s suob as modsms, printers, i 
axtafoal reareory aod the iii%o. The psripharais ase nosrrsally conooctsd diroctiy to various dedicated 
"dnver' and "Inteirfece" chips, wiiioh are in tijro conrssctod by logic oircoii eiorr^enfs to the microprocessor. ; 
tbs R.ikivf and tm RO'vb .Aii PCs require some son of iiaixSware. i.e., di&orgfs csrcuif eisments, to provide 
appfopnajo {ogscal conriQcfions io fynciior^oily "gioo" fhs ftsicropf'Ocassor. hie RAM, Iho ROM, and tt!0 
vabous dedicated i/O devices and podphsral drivers fogeti-i'Sr. 

Csrfain software, fofertad to as the "BiOS", lot Basic I/O System, is siso esssi-ibsi to provide tf^o "PC- 

(whsob are aSeo raferfsd so the art as "OOS-compaiiiste", -.vhicb trtearss bvat fiiey are deeigried to vVori< -.vdh \ 
mhf% Disk Oporating 

Systsm, or DOS; DOS is only useful if ths BIOS and BIOS- ooi-npatibis bardware are airsady in piacs) 
snd tbe actris; bsrdwaro sieroarsls. The bardwats siarnants plus fho BIOS forn-: ti-i« basic "PC 
srohitectora" in the IBM PC, a ouatom deslgosd ""gsste array" chip norrrsaiiy pjfsvioos the -isgicsi 

padpbarai: driver elasrianls, Ofhsrs f>ava provided these functsonsi ijs;ng so-s:;allod pr-ogiarnrasbia ioglo 
array (Pi.4V chips. Sijcb PI..A chips corrspdse .9 oi.:iTiber of predefiirKsd hot r 
a d^ip. Connscffons ar® ostablishsd by Ibsing ffjsibte links disposed on ths eNp. Ones p: 
PLA circuitry esnrsof ha further aftared, l"hs BIOS ussd by Msgatsf 
evaslsbte. The ''glus" ratjuired to funsfiooaiiy nofineci this mi< 
is provided by configuring s Progrsmsriabis Gats Array (PGA) chip by supply of a si 
refsived to fey XSm as "corffiguratien programs" and somsSrnes re 
or "configuratfcn software", t^&ssntisify, this configuration cede del 

..,sC :.<>.-.a7-f S 'If ■••<„' -Xv. ^ .r- - v,roN -t:..bv^sftl. i-^ " V\ i" ' 

hv soiopfying new conbgurabon code, changes car; be made to the berdw^is coni5«ct!ng: il'se 
n'iscfoprooossor Io the rrscrricry and the I/O chips on the circuit board For esarrspie, if a perticuiar 
hardware change needs to be mads to aecosi-imedate a parficuiar aofb.vara program, fhis cm be di 

nionfog the -softv/.are. Use of the PGA chip has 8)iSremeiy powi^rfiji arid extsinsive impiicstioris. For 
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exasvfpie, a fnicrcprocsssor ssay bj; lis'sjcied by ssoHware to ssnd a cesta)!": date iSesrs to a fioppy disk for 
storage. The feppy disk caoiroitef responds to sudh s reqi;ssl wsSh s pf «d«terfr!in8d sckow^Ssdgsmsnl 

if th® POA chip rsi cortfigyred to mspond to 3 partioufes' signas pfoyided by Sie s<;ftya!« with the propsr 
scknowtedgsmsnt ssgrial fhe s0flw;-afa can be "fooisid" info thinksng thaJ the PC Ss ODnfigiirsKi wsSn ajrtam I 

bS: oonfigorsd fe fssipond to a known sequence of signals with a oofrssposxiing ssqusnc« of responss 
siignsis, iiiusi foolsrsg ihs SGfi^ft^a;« into fciokiirsg tbgJ ii ss funning on s pfOipssiy configured PC, 

l f» Xiisnx "Progrsmmabte Gate Army DaSa Sock" (i sJS8) diseassss at pjsgss 8-38 - 6-40 ijss of this 
techooSogy for "Seil-Oiagnosing Hard^sjafs'^ snggsslsng ihal ths dsvics can pssforrt} diagnostic 
fiinotions SI powsr«fj:p. or in tsst modes, and p«ff&rm norma! feneJions wiisre tiis board !s detsrmin&d to 
be opsratianai." 8 ts specl-icaSSy sus^siecl Jhst this wiii b« pajtieuiafiy us«ft!l for tasting psdpSfsrai controi | 
fcgitc usitng toopback tedhniqwes, I'O snd memosy mot detedson circs,:?;?;/, and inferfupt techniques. 

As prevfousSy disciissad, kfegatei has ijesn asirsg the PGA teehrsology to «m!.i§at« a PC. Howevsr, to Ji^a 1 
bssi of She sswentors knovvtedge, ti-isra has been r;o appiicstion of Shis PQA tochnobgy to fha spscitic 
probieni of providiog s cornputer mrsfigi-ifed as a tfjiephons for sccessing .a varie!:/ of inforn-saiion arid 
fjnaiiiOiai sstYicss, no ps« of Ihis PGA techrioSogy to ptiysicalsy «::5>i;ji3t8 a eorsipuiei^ whiis providina 
V8hc5i,ia funcfions of a iypicsl teSephone; and no irtjpSemenfefion of a honno oompotof in which sonie 

portiori oi th« hardware ss defined by configuration opd« suppiisd to a progs'ammabio igafs array, mijch 
fess one lhat can be mfnolsly fecorrfigursd. eg, ao as to avoid and case a "has-dwar® vifys", to provide an | 
improved secijdty fiLirsctson siich as dsta oncfVipssDri, or to fiihefv«se reconffgore fiie iogic of s farrfsinaS 

r 5 J S r 5 *^at (: -> t r n a 

remoteiy added so the Jeienhone- csoiT-pLSSsr aSor its iriBtoiiafcon :n ifm ucsrs' hofiiss. Thss suss nof boen 
done prior to the ps'esont ifivefitioo by fvlegsSei or Ptbsw^ise, fo tfis best of the inventors' knowisdgs, 

for ■eieooromanrcaisons sppiiration is knovvn in the art as sfiown by Subhash Sal, 
rir Tei8;;om!TiLjnic3fion 



Appfications;' PiXJceesfings i SSO-ifitsfnaboaa: Corsferenco on CoiYiniunscations, Ssafiia, Washin^csi, 
(June 8-12, 5S80) pagss 1 1 .5, t ■■ 11 .5.4. AddiSionsiiv, micrDprcfCessors hsve besii used as contrd 
apparatys fcf a niiii^bsr of comn-iunscaMon systssTi adri-isnistratiop fpnciions and in switchmg systsirss as 
shown tn Unstad States Pat^rtt No. 4,889<011 to Rctmt E. Giaser, :ssued Apvi 1, 1986 and United States | 

system sntsgnty. ids adroinistratior! tursetions m s tsssphone nstvvofiv can be oos^troiied bv a 
micropfoc;8s*ar to faoiSitata the iotsi^ctior; of a ps'ivate branch aschai-tpo or simiiar taiephone sietwof k v^rfth | 
a toiephone central office, it is aiao known to perforrn feiaphono proiscffor! fi.incfions Shroi.(gh: a 
microprocsssor. C"JparatiO!~! of cos^jpuSsfs x>,'itii sii^ipia intes'facss and ths c>anrisct;on of ssvssral computsrs 
to a host computar in a nsfvsdfk thra!,igi^ moderns ;S aiso ki'towi-i in the prior art. Howovar, ti>s pdor ssri 

tslspiione devics wtiers the iseypad aiso 

SUMMARY OF THE iNV£NTiOi^ Ine pi'ssant inveMson s-eiates to a teispbone confi8i.ifsd as a 
progfarnmabie general psspose computet (iaiephong-tosriputer) with a sisrspliffed cssor intesface. The 

wiii appear and function as a teisptiona sat and not as a ooi>y8i>tionai co-5>p>ut8r or data t8rft5inaL ft 
enataias oon-^ iachoicai i,;s8;"s who sra unccssnfoilabie using cornpotef s bs,:t are fasrssisar wiih talephos^es to s; 
opemte ths prssent compyter which is disgdissd as a fsiephone. Tiie tstephons-coi«puter casmprises six I 
basso coa^poi-isnts whsot! cooparaja fogether to ps-ovsda smprovad talepncno and cosi-fpiitar funolionai:ty. 
Ttseae basic corrspanents snctude i 1 ) a pnn-iSi-y n^scropf ocassor camorising a cantrai procassisig unii 
(CPUf . mea^osy sismsnts sssccsatos vviri-; ths CPU and csrtasn i^ardwars sntsgrity featoras protectiiig tha f 

dynamicaiiy s-ecofsfigoring the b^aaic architsjcture and controUogio of fha'pfimasy ■ntcfopsocessor. (3j 
tsispiiofis eieofronics oomprising (*} a rnanuai tsispnons Oircsiit inoiudsng a d-aisr, spssch nstwori< and 
ring dstaotor, or (ii) a teispiiorfa fi.!notioi> within a oorns5-(unications pixjoassor r^csiving inp^it from a 

ths tslephon* opsratson of fhs dsvica and the prsmafy mscmproosssor. (4) a mrxisn^ so transfer data to 
and fsTjm iha pasriary sTsscfoprocessor over ttio leiaptsona i.!na and, in an aitemaiivo orrjbc;dsrnorri. provide 
psiises or DTft^F tones over ihe tsiephorse sine, and perforrrs signai and tone detection 



The pfssssrsi tetephorfe-coTipulsr is desigo&d to b« opsrstod, sn rrjosi c!!-a«f;siaoc«s. thiOijgh a standard 
fsSepnorte 12-k8>< keypad inpijf;. in a?': aitemaliv® rambodjsrifjm, thsj 12-key keypad irspui devfce rnsy be 
augmented by osis or more ps-cgrattjmafote functseri Ssvs such ss for speed diaS and re-diaL fvlofsovsr, in 
either srifbodi'^-ssnt. any of the l;2-fe8ys of th« keypad can bs ps^grarrsmad ihroi.!gh t!® pfimafy 
rs-iscfoprocsssor for spscsSc fyoctsons dsssf^d. Ars sddstiof?^! 624:«y S-:«!yboard in *h© QWERTY format, 

prsT'Sry tT:i»3!C3prccsssaf tfsjKsogh t'ns coirsmunscassfflns pfotsssscs' . To opsrats the pr«serst t^Sephone- 
compsjier ss a tsiephone, the opersJffl" ijfts she hsndsset snd the devk« :-"!in"!8dss!(5iy functions as a 
telsphone- 

The prsmary mscroprocesscfr sn CQfi|ijric!ioo with a rrniiiipiirposs gfijphscs dsspSay conSroiier. »r fhe PGA, 
provides an <iutput. to a sma{S display davits such as a Llijuid Crista:; Display (LCD) moumad in: trie 
housing 0f she device fo; viewing by ihe opsratos Sn sn aifemssie erribodsmssni. ti'® dispSay cwntfoiter is 
v.'sfhfo the microprocessor 3 CGA nooSroiter forjctton m porforr^isd. in another aSeroativs 

the feuch-soreen both dispisys iofonTistion ftom the microprocsssor and recsivss inputs keysd irs by the 
opersfrif by touching spocifed ia«jt;ans on sns disptsy. The toucn -screen w;iS rsqusro !tss rswrs jnpijt 
procsssor to eoftimunicaSs with the phmary microprocssser, as is Sf novsri in $h« art. 

The primary mioroprocsssor itstsit (s eonnecS<sd to the tsiephone iine thr'a!.sgh a modem and ss capahie of 
OiafBig and communscstlfig wsth other parts of a computer 

netvyofk The potTiary microprocessor rrsay be prcjgrammed to incorposafe dsdicatsd software functions 
snciiiding a rsco,fvi manager for reading and vvdting data, such as raeords, into ths smartsard and to th© 
pnmary niicroprocessor nserfsory, s teiephijrse iist. activity fog, a user crinfiguratiOi? recoid and a 
diagnostic fog, Tha fegs may 'cm mni io another computer via a telephone line ibr further processirsg Thi 
prtmary microprocessor incitidss csilain softwairs diagnostics which controi the microprocassor's status 
snd providasi far ovsi'ait micrapcocessor proteotjos). The cc>i5>r?!i.tfitcations procssscr :« atsc cofinsstsd to 
rifodeni; wi'ifch permits the transfer cf d.ata from the primary minroprs-xiessof over fho tsiephone line and 
transfef of modsm; command signsis from im corsmuntcaticns prooassor. 

The primary mioroproceseor is a geaorai purpose CPU and may he prcsgramrjiod in any standard manns 
One sucn appiicaJiorj program usaisia cn fha prirsiary mtcroprocssscr is impiementad using a softwara 
tangoage deSfgnsied i-iome Acc«ss Language (HAL) which is fGiTuafed in icgso pagsa, Orse ssssntsai 
tisncSffin ot a network host computer ss to provide a series of HAL applscasion program "psges" which are 
dcvijnieaded: to the pfag«fit taisphona-ccmpvitar. A ipaga snciudas sorsatis to ba dsspiayad on tha LCD 

wrftten tn HAL is compiSed into pseudo-cods by the networt;. host oompotsr and is fransiated iota an 
axsoulabta forr?iat by a i-iAL sntarprntar incorporatad :n t;-;.« msmory d«y;c;a. Ths appiicatson proy;^m, 
yyhei! incorporated si! the pnnssry micmpTOcessor , pemnts it to receive ;np!.it from the comfr5Ufsications 
processor and She modei'if and to pejforrr? certain prcjgrammed funcsions. More specificaiiy, the program 
pages stsppty tha tslaphone-oompirtsr with sufttciant "prompts" to siioit ft'om the user wnatavar 

the tike, raqi.iired to access one of a piuralify of ssn/ice comprrfers to vvhich the netw^ork host a^mprster is 
conneded via conventioriai teiephons iifisa. More specificaiiy, the iei8phone--c0!tip!.it«rcofn!t!ijriic3tss 
with the netwoik host cofnpoter via a message having a first protoooi- The network host computer 
tranrjfcifms this information irito wiistsver secrarjd prot;x-.oi is ctinventionaiiy rfjqoirsd to communicate witt 
the ssrvice somputar, Otie objact of the prssetif irrv-eritiof' is to pi^'Vide a dsvice with the feaiuras of a 
computer: housed in a uriit which appears to the user to be rjo more compies than an ordinary ieSephona 

Arsoitser ohisct of the iar«ssie;-!t ifiveritsoa :s to psx.-vid« s uses friendly mscropioce&aor controfed for most 
operatioris through the 12-eiement keypad of a f jormsi totephone 

aiso responaives to the riser's co.mrnarjds msde through the keypad 

Anothar objact of the present invontsen ss to pmvids a rsiictoprocassor with snhancad integrity faatoras 
aiiowing torero improved intafaotion with tasephone eieofi-onios and other inptjt dsvicss. 

AnoSief oh|ect of ih« invsntion to aiiow a natworii host oompntsrto downioad program pag«s which a? 
cdmpsfitiio With the pi'SSant tsiephdrvs-oornpuset of a PC to accaea a vsristy of diffareni informaiido and 



Snanciai sstYicss which commysiicate wiih the mfevo,* ho«t cof ■iputer vis <:<.inv«ntiana§ teSsphons isnss :n 
oampstffete wah me pressnt vSisehone-eompinsr or th© PC 

Yes anoifier objed of the snvenfbn is fes pcovtds a tsifsphons configured as a raasnfigufabb general 
purpose computer whici^ rsiay bs rscortftgur&d on ssSjs or reriiotsiy , Fsatrirss sntl a>^vantag8s of tii>s 
pF9S8!-!t inveetiOR wsii fje fjefief appf8C;ai-s<i trcivi the degassed descRpisofi be;o\v, taken sn coniuncSion with 
Sfse attached drawings 

BRiEF DESCRiFTiOH OF THE ORWVSNGS Fjg, 1 ss 3 front p«fsp«s6v« ««w of |h« first «f5-;bodifR«nl of 
tfje Se!ephon8-a«n"(pi.!"i8r. 

Fig, 2 is a rssr psr8psot;v& view of ih« first «m:»odirfi«nt of tb© teispfions-oomputsr, 

Fsgrj S arid 4 are front and rear perspsriivs views of 3 sscood embodiment of the SeSephorse-ersmpister 
sriCJudifig funcfier} i<fevs. 

Figs 5 m<i B sre sid© and pian views of srs access drawer havir^g s QV'/ERTY 52-key keyboaf'd. 

Figs. 7 a«d 8 sm front sod i^ar pefspscfive V:«ws ef a th:fd embPdimsnt of ft-;is teSspfiOrse-Qoitiputer, 
!ficiu!3:ng a buiit-in smart and readi&r. 

Figs. 8 and 1Q are »«fspscfsve a«d siao vsews of fiis inventton as used m a cuPStc frcoih depioys^d with 
partpherai eqaipmsns. 

Fig. 13 depicts in s bfook diagrarr! terrnaf pri'vcfpsi sesTiioar^dufKor cernporisnts nSiiisjd in ti-se islephone- 



Fig. 13 depicts a system support: overview cf softwem for>ci:ons of the primary micfoprcjoossor used in fho I 
Sssisph one-comp yf er. 

o <■ < ( I, lir )i m (, ) i>.e J- ift ^ Vv J ^ » » k Sep w (fvuti 

t8tef»<m«-compot«r. ' f 

computer. 

Fig, 18 is a diagram sf an cvsrvosjage and ovsreyrrgi-iS pfossctiori cireuitry ijtiiisog: a Syrgoctor tor the 
seiephooe-compytef. 

tsiephptus- pompufsr. Fig. 20 sf»ws a disgs^am of ff^e massage format efspfoyod aocofding to ffi® 
processing systerf! of Fig. 19. 

Fig, 2'! shows a Sffsfejs fisfd at the rnessago aocordifig to tfi® p!x;ce«sing system of Fig. 18, 

Fig. 23 afiows a conooct response rnsssssge according to the grooossing system of Fig, 19. 

Fig. ;i4 S.-50VVS .5 tr.an?ao!icr> :^:e?s.ijg& fax; tor;yf3.t .3cccrd:na fo -he proct-:S?:r^g sysserr. o?" ^-g Vi. Fig. S.'i 

Fig. 26 shows a pags update rsqusst message according to th® piwcsssing system of Fig. 18, 

Fig. 27 shovrs 3 respssnae to ttus pagrs update requssst rnasssago of Figure i:J»S, 

JL >:>L^^,f EfOKv, fHL „'^N^LO„^c^^OHi.fv^^'-^^^s, >f 

coiTsputer 1 of tha presarB inven-ion has a iaiepnone housirig 2, wiSh si": opger hoysing 23 f.»Of Jior- and a 

tewer housing 2b porJion. which haa the rsveraB appearance of s conventirmei desk- 



top teiephona unit so ttiat it pfssents, te a tschnicaiiy ufisk:;;«d oiperafor, a format witfi which fie or she 
famiiiar, i.e. a cooveotiOFiai ieiephorte. The feiephorse- compsifer mey be incorporated in a wai! teiepi^c 
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OF any athsf convsrsSionsS tsfephons fcrt 'laE and ss designed lo opsi-ale baih as a stendsi'd teSspnorse us?!t sj 

snd as a ^licrocompoter fof oaj-nmHnicjsisng with a coriipiitef neSv/ofk. ITie telephc<ne-c.c<f!>p<i48i- sock^des s | 

stafidarti 1 2-ksy ksypsd 3, s dssipiay monitor 4, a hancisst 6, and a ssyfeoan:! rsisaae button S for | 

pS'Tfikting a keyboasd 14 {se« stso Figs. 5 and 6} to ssids o^it of S'se icwer housing portion ihs | 

tetephofie-compotaf whsn the biJtJon is pressed. As siiowr^ iii Figs 2 and 4, oiher features of Sis | 

Ssisphons- compiitsr inciuds a spasksr vefoms contrai switch 7: a ringgf voiums swisch B: a puiss/Sofi© | 

switch {not shnwn) iocatsd on f?>s iaotlorn of tns iowor hoiising porijon; a tefephone iine lack S; an | 

accsssorj? port 1 0 (ses siiscs Figure 1 2} whfdi supports CeoSroniKS parsSbS port and two sorts! ports; ao | 

:^ r"-if" ^ ■^ :^ f n ^ ' ^ ^ j , - j. s - f ^ ij* j- j ^ ^ j- 

fbrtns dsspisy mofiiior 4, 1'ha pafaii«l port and s«nai porta support a printss', an oplicai soannsr, a ftcjppy sj 

disc, 8 m&moty storage device srid ofher p8rtpherals< and persif^it spo«d ioadsr^g of the RAIVi or an | 

sieoSncaSSy progran-srnabie. non-voiatiis iTieiiiory tisvica, ""he prssant 5«iapi-:G:ia-compi.dsr inckifja& a j 

prifrisry friicropf ocasso!' and assoctsted sTiesTiory d8vsc«s isea i^sgs.. 1 1 asid IS) , and m piisposely sj 

designed with a 'jsmpSifed user interface. Tne interface operaSes Shfoiigii iha teiephooe-coffsptifef issing s s 

designated ss a HELLO k&y and acEivatas the pnniary rnioroproGassor canifoi of ins laispi'sona wrien ihs sj 

tslephaoe is oo-hook, Ths tsiephons keypad activafess either tsne or psilse dsaiing fijPGiions, as ei'iosso by iS 

a manusf swsteh iocatsd on tne PosiBiri of tha iovvar hoysmg | 

podion. far the eitecisonics; of she fefephona incoirpofatad in tha d««c8 and aiso pro^das input througi^ a iS 

coi-nn-i-jnicsnon-s processor So ;hs; primary itiicroprocassor Tha nnmarv miCiXiprocs^ssor may aiso rsoaiva j 

input tnrough Sn« comrnurticatiofta pt'c^assor Is-om a nidaen 52-k«;y kayooard 1 4 as si-iown sii Fsgs. 6 a.!-id sj 

6. Th:s hidden board i-iss a QWERTY forraaS arid slides on tiie iowsr hcjussng portion and ss i-straoted from si 

ths honsiriV! hy pra&aing ii-is kayboard rsi&ssa b«5vjn 6 ai-id puiiiiig ths keyboard Ths user iiiiarfaca ai&rj i 

inciudes tiis dispiay morcitor 4 vwhwi-s is prafei'abiy a 5-:nci-i iiqaid crysteS diapiay (LCD} aiid i-saaivas ita | 

(CRT) dispigy ars compatibis with the rniGropnjesssor and a cooSnsSSar aad may foa ysad snstaad af tha si 

LCD with soma ipapi^aging modifications. | 

Fsgs. 3 arjd 4 show a ssoond smbodimant o? tne taispi-ions-con-iputsr sn wiiich ths 12-k8y keypad is si 

of tha HELLO i«sy. Ths other fandfoo ksys am iprogrsmn^ahia and may perform ihs standard faodions of | 

apssd diai, fiash asai or radfai, | 

Figs;. 7 and 8 shovv a third 8mbadims!"it of the iaiepiiona-computsr 1 in whici^ the housing 2 is snapad ;;;i 

slightly diffefsaf from the embodiments of Ftgs. 1 and 3. Fig. B ts shown with the ha?5dsst r?iO!owcd from | 

tha taiaphorja-compasar, Spacificaiiy, ti^e tetaphana-aomp!.ites- of liiiS es-nbodiment inciadss a diiit^srs smart ;S 

card raadsr 28 which is accasssd from the right sids of tha tsiephoos-computsr, Again< ss Is wish the first | 

^ts~.c> Lav v' --sWv'Mi %'■> •jijv.'^; ^ -^a^.^:nj^af vcdf iant 'ski h^a - f oi, ^n -jn" vjt m.,-n oik i 

So-->.. s-> ^okir-;:. c^' t: -ii t. si*.:-- j ^» vo . ttc '-o k, i) n. t,-^ t„ ^.^'it..^- hi ttilep^:- ■■.-•>.5-k„ i 

an suxiiiary port 10 (showing a cover 10a) which supports a Cantsooics paraiieS port and two sariaS ports, ;;;i 

a rriorslior bhghtnejjs contrdter :2. a fnonitof contrast controller | 

13, and a kaybosi'd 14. in addition, a sn5a;t card raiaasa button 28a is inoiadad, iMota that in this ;;;i 

embodireant, a iseyboard raiesss button 6 is no; nasdad as tha fieyboard Is haid in the hidden positksn by | 
V Cfv 0 ra s->}0t tot v> W! x a'Cof ^a 0\ iiq tiv v ^g 5 k^s^o„ =!!fi 

The prersefjf telephoFje-coiTipiJter msy be operated at a public boetb 3D as shown In Ftgs. S and 10. In this | 

conttguration, tha taiephons-ccmpatsr is piaosd in a form fitted hois in s counter top wtti-: tha upper iS 

separata card s^aosi- 21 tor raading magnetic jnton-nation smpnntad on cards and a printer 22 for printing d 

transadior! joymals.. <Mm ilarns connactad toti5« t^^twss-oompuJer in this isontiguration, but wfsicb as* | 

nos ifaer-visibie. are f 1 ) an attaoiimenf called an expansion box for oonverling signats conning out of ths | 

axpandad softwara ai-sd (31 an external powar sappiy to driva lbs card foadsi- and disa drives, Addsitoriai d 

s i 1 f ■! f h ) rjit I or )i ^ !p r | 
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(2) s ctwoufsicaEions sroosssof generslly j)>d:;ca58d by 26, 



pi'oceas;c!' prcviides srspu; to ihe pdnriary micfoprosesssar and ssso acts as a slandafd Sekiphor.®. The 
nwdsm is (Xifsnscted to ths tsSsphons issifi and pfovides an intsrfeos festwsssn ths f>rimai-y microproesssor 
and other ei«m«nts of t5» computef netvvofk, as better shows-: in Fig, 15. A iviap of ih« pnmsry 
micn^ocsesacsr memoty of ths tetephone-computsr is shown so Rg. 1 7, wNdi shows ihs rtssmofy 
allo«it!on i)s^.-vee!-! ihss RAM and She ^-LASH-EPROfv^ grxS ihsir adrirs'^ses in pfeferfed sf>";i-Joa)msnt 
She rnicropfoijsssof srfciitdss s vaSstii^ writabie 266 KByte ;"-?Afi.4 rnemoty (expsnda&is to 512 KSytes) ssxl 
two eiscificafiy pfogfafTimabfe, non-v»i3t::« Fi.ASH-EPROIVi:s , a printssy and a seasndary, sacii vsfstii 1 2S 
KSySsss of msfnory. Ths yoiati-e RAEvi memory is intended fcr hoiding m;PfO:ppoos&sor progmm S!-i?on«at;on I 
and other daia - A 32K8yfe RAS^ mamory is ssiocsiad w:;th5ft ih« valaissa RAiV5 for the GGA display. 

The FLASH- EF'ROMb irscofporatss 5J cb.=5rejct8r geoersstor &:>d8 for $he dispifsv and inciude an irsterpretef 
fbr pt^>gr8:Tss iissd yeit!-! th& micfop!X}>3®asor, c-«f teio ^iejTisnte for Si5e progtai7w' f©;spi?ona intefl^os 
teaiorss siid the reqtjirsd sofe-vsre fof start-up of fhsj progmm. iri addition io th® prjmafy rrjicroprtxessof 
thsrs is snother micrcprocsssor snd s iong-teriri, irson-voiaSfe memory whisS-j am sSomd on a credit card 
ssz«d Fsmavspi* cafd or on a sn'iaftca!'>:i. Ih^ user oauid ti-'»n r«sdiiy transter daia fro;!-: one 
n^t p^ !^ 1, 1 liot'jtf (' fatv d 1 Vkf „<,v. d^o^3 ^, o i v ! sn ^ t ; 

numbers and addres'jes, bani? remrds aj-id ;3ti-»r financiai dsts. T;> preserve the isisphorie -compLitsr's 
con^ipaitbiiity wtth ti'so iBM-PC, tm addtassss Bormaiiy aiiocalad to the CGA dis-pSsy oi^oiosy ar« used for 
other f?ofi>-ssi cofriputer oporaliort pufposes. byt th« system's BfOS fadsmcts dsts 

siipiniaiiy sant ta thess addrsssss to the i^M jYsemory ihat is Irea, 

in an siternisSve enibodimersis, the prirnsjy micfoprocsssor fr>e?nc«ry may irsdude a battery -faack^•^d-!.^p rson-;; 
voiatiis RAiVl memoiry protected fcr a spscified penod and a !^on-yoiaSi§« noo-wdtsbis ROfVi instssd of ti-i® ;; 
FLASH- EPROM This ri^errsory is ussd fof tiia parformancs of coftain spadfisd miaop'Ocassor ^nations 
Tha baJtary foscked -op ooo -voSatiSe RAivl msmory is lisod for storage of user ifsfefn-iSticsn, sijch »as 
teisphone fiumbers aad addmssgs snstaaa of tha smartcard. 

Fig, 12 shows in block disgram fom^ the pfincipai etemonis of ti-f» rernotsiy-reconfigurafaio con-iput»r 
system comprisittcs tna teiepi-ioris-coraputsr , ssmiiar to ti-is one s!-:owa aad dsscnbed m capendsng 
^ ii^.^ V* a \ ' ^9 " - ^la} ^) 1 o if iUf- v it. ? ^ j > f ^ .o,^ 5 ^ 

tii$ slandafiS IntsmafspnaS Busipsss ?i,taohio$ (IB^M!) PCfXT at tins SiOS ievf^i, Ths mioroprocsssor 3'! , 
wfiioh may be s hiippan EiacSdc Corporation (NEC) J^^iodai VSS or V40 or ars apuiYaiorst, :s connsciad to a i 
pi-ogrammsfeis gate array (PGA) 32 which w«i h/picaiiy bo tiie modei XC2018, produced by She XiSinx 
v\>'-i,>--\-r ~" a" .^^r- a!>» ,s !-^f-K.~<x siso ~ ■>«-': f- ~. i--3 ■ -fC,-^; p!->>'ij«i :na 

ffiasns foi- dynarBiaaffy r8cof?llgi!rif!8 Sha basic arohiteotur® arid osrsiio^ :>v>gic of the cosi-ipatsr, Th® E^iao 
requffod to f<.(oct!0!-iafSy ooensnt s microprocossor, mtamory devices ssid isipot-output chipiS is provided by ;; 

prpgfsms" and soinetimos rafS'Tad to as "coiif:guratiof! oi:>da" or "configuration s-oftwars", Ti-sa PGA 
ooniasnrj flexibie memory eiements, logio cifcrHfe and oonnective eiemeois ivhicii. v/iiers properiy 
configursd , aiiow ths P6.A to a ssums 

She C!i.:jracter of sny ouiTsber of iogic. fijoctiontj. ino!).fd!''ig, fc«r sxaii-spie, a i.JAf!T, a piinter driver or a 
dispiay 4?vm. 

.A sigssificaiit aPvaniage ss provided by osa of ttja i'^GA chip, a- tran. fCiy si.!ppiy of rsew oonfigusation Daoe, 
ciisngas cao be mads to ths iiardwara eofinsofing ti^s priiriary i-nicrspiwoassor to the aifisnory and the 
iipui'Oi. tpot ..pspis OK dis a ca ; doa j i-or a<jtn-s:ia, a&>f ci ti!« i^G>>» ch.i,- ia n^isn^ v^asa^j \Nitt £!"c\\ 
i-econtigoi-atioi^ of Jho hsrdwara io S!.ipporS now ipanphof-ais s«ch as an enhanced- resoiuSon dispiay< an 

wouid norm-ally raquira iba pbysioai addition of a na*- oiri;-uit t>o«rd. in tlis pf aterf ad afRbodirsjant ff^a 
raaontigoiaiion coda oacessajy to program the PGA, so ihat tfis sysfos'?! txsn oarsy out its assigned 

ferti«rfe tocation. T>!«s, msoritiguring of tt-is PGA, tor ajfarfjpio, to aiiow tor ffia addition of a now psnphafai, 
cas! he done rari'fotaly by sinspiy suppiiying a oaw corifiguratiori coda ia iho Ff.ASH"EPRO:iViS, Tfjis aiiows 

and taw ejspersss v>rifbo«t tf» reqaifas-fisrii of a servioa oaii. 

For ex3:mpie. to mm a software bog or to eliminate s softvvsre vii-as, the PGA csn t>e rsmnligtired 
rei-Rotoiy sifBpSy by supptying a new oonfigui-atjon oode to the FLASH-EPROiVIs, in fPe Psrskiiig t«f minai 
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sppiifcatson, wt»8:n a ccrriptjter virus aSacks ths micropfocessoi' 31 , sijch a vsrtiB wSi hav=8 to c«nfof?Yi She | 
!rik,TO(X5d8 used to cm th» m!ftf>3pfocsss>or, 8y dcwnioading nsw "pages' pfO:g!^sfsis having difi'srssv; | 
fS5!crecodas to the FLASH-EPRDMs, ihs vffus wsii nai bs sfoiist to sntefssci v>?ith tfis new fnicfo-code and wiSS | 
ossss to opsrats, thsretoy osasing to snSsffem wsih ths opsrstton of tiis comptitsr. S!f«siarly , | 

sf iXJfnmonfcafeao between iSrm sesvke t8rmi!":sis and Ehs servsc® coonputofs corrupted or tapped, data | 
isncrypSon csn bs providsd by ifsconf igudfsg soms poriion of ihs cod® stored irs the FLASH-EPROMs to | 
S'SconligurS: the gates of the PGA, | 

The oiicropfocessor 31 and ths P(aA 32 are conrsjscted to the maiii memory, a conventions! FAI^ 34. The | 
RAM wsss fiormaisy bs isssd to slors applicstsen pregr.sii-is cisws-iioadsa f!\-5m a rsmots h&st and also siof>5s * 
fsccsnfiguratson cods when fsrst received, prior She code bosng copied into she FlASH-EPROMs. The s 
PGA 32 ss aifsci coonsctod to ths po^t 10 wihich 8ii?>ws th8 tonotfens soco^sed through the pod 10 to | 
progtammed aSSo*' c.i-i,«:-igi3s fo sccS5?ior:®s usfed \v:;h tP® feSepha:i6 con-sptitef '! Comfsiufiicaiiori 
the Seiephone computer ss; provided via the auxiiiery pcsrl sndioated gensraSy ai 10, which suppoils a | 
Cenironfcs psraSel port and two aeris! pcs'ts. Commursicstion with the netvvofs host oomputef 80 (soe | 
Fiv^ijfe ! 8; !S pixjv:c!6d ofw -Jt" Shs 'i«-fsai ports 5n Shs prsseni ifivontto:".. th:s s-giiat post is conriscted 
both to toe pttosary rificEcproceeisor arid to a systorrs ss-itoghly chip 35, which is iypicaSiy a stogie ohsp | 
Modei 1SG54 cooipfjter soSd by the tvticfochip Cosporsstion . This chip has the capahiiity of both stohng and | 

^ -^^.i 14 V V " " N^t ■! t sU 1- 't%s H'-C " ^ '^U' f ,n N 

ss stofed permarssrssiy ;n the sys-ero snt'Sgdty chip's; noi-i-vototiia, one-time piogfamniabie EF'ROy 3Sa at s 
n'isnufactijro (a read or;iy memory dravice may Kss iissd aifornSiivoSy in piace of ths EPiROiV:) . in resporsse s 
to a ssmpie reset signai rsceivsd fsorn ssn sxtfefosi iogic d«vvc;& via ttis s-s'^iii port, Ihs sy&tein irit«g^^^/ chsp 
is capafote of usiog this cods to rsoooSgyro the PQA chip, Typscally, the FGA chip wiiS i3re! exercise Site | 
n'iscroprocossfir 3t and vorfty csroijit corsooctiraris. Thsrestter. ihe confsgyraBon code can he | 

aiv. t t( ( ai <, t jn ^1 si i ^ i ^ ^d is ' ijf ^ !! I 

oops&d to to© FLASH-EPROMs to r«con%!.if« the FGA. | 

suppose that toe tenminsi is bsing iTiaosjfsotofod and has nevssr bsoo programrv^od. to either casra. the | 
EPROiVi 3&a of ihs systsm ititsgrity processor 35 Nvill havs stored tiier&iri ths basio "syst&m initiaiisatio;-! a 
sofc'vare" reqoii-ed ',o bIIw-< cofifigsjia-iioo of the PGA. The ssystef!-: integrity chip, vdiich ir<sv aiso he tssrijiod ti 
a "tost processor", sniitaSy conftgufiss a podsoo of toe PGA to poi'torrrs 8 "^ehai scan tosf whiiih wiii vehfy | 
tiis physicai drcuft conriections of ti?e iship, s& iator describsd in iTSoro dstaii. This is particuisdy useful 1 

..■^v., 4>» t ^« ■> V. \ ^ ^ V bs ph v.„ V ca^ <-^(. 55C ^ ia!J^ ia ^ ' \ \ <si V « \i s\ -ii bis I 

oircwit board, so that: this test is iri fact si.ibsfarjfiatty comptsto. Om of the phooipai functions of the PGA. | 
which is ofdsnariiy psrtoriT»b by ssxpsrsssvs custom dsssgs-iSd chips in iBtv^ PCs and by programmahis 

srray togiO (PAL) ciiipis in bth«f PC-oompsiibies, is to iotstface tho ioiiSoprocesssor 31 to tbs LCD d:Sp!a:y | 

4. The PGA can atso ba rsadiiy esprogrammod to drive other sods of dispiays soch as CDrsvaritbrsaS PGA | 

or CGA monitoirs, plasms dispiays or tne iiico in senw case, it may be ds&ii^d to efiiptoy a further 1 

^ J ^ ^f^ \ i.>'^ ^ " I' Oi ^ of 'O U < \g< 

lbs mconbgorabsiity of too PGA aiiows vary substanttai tiexibiiity in m« of the device. | 

in so sttefnaiive s^fbodimsnt, when ih« system rej^sjiremonts. siabiiise, ibs tsiephone-oorsjpijtei^ reay | 
contoin Ci;istefr!-designed chips, r3ti"!er than using toe PGA, for :perforfr;ing the required hardvwsie | 
tonctrns ir f~is er-ibcdines-'t a"o 5 1:^ ot a i^ev. r^'>r»h-"!ai rksx "eqiKi'-^the 1 

i-epiacerr;stit of addition of new C!.iston!-chips to ttje present tetephone-cornputer, in SDCh a case, the iow- s 
software of toe oorriputsr, | 



As (odsc.ated generaily at 1 1;*, the rriicosorocsssor 31 so coiinected to cortain of tie iiiputto'i.itps.!t chipss 
dir«fitty which typjcsiiy may ii-sctijds psr^atts! snterfsces suot'! as prifiisf ports ond ifjteffaoes for d:gitai 
fecsirrsiie ecsuiprnent. By corrsparisors. in ostoor of the above efttood:men!s, the PGA is typscaiiy conne 
to other SFipyttouipui oavif.es via the srji'sei ptirts, which are senaiiy coiinected sbch as ooovontiooai 
iirnsted- tofiTist ksyboardsi, a rtiodoro, a bar cods s-eader, or ar5 oiptieai s-can 
iight pen can be used in coniunction with a setvioe provided by s remote h 

One atcitfed in the art vviii und8;"st3nd that Sha diagram as depictad ;n f~ig, 1 2 isa intend»sd to be a functionai 
dapicsion, arid thatsiri fact various prtooipai components thereof ssjch as the niicroprocassor 31, the PGA 
32, tos i^At'v^ 34, ti-ie EPROfi.-t 'i5a. and ihs FLASH-EPROfds 33, i'cay ait be coi-icectsd by a cor-ivsntionat 
data bus 39. it is atso wtthin the skiii o; one si<iiied in the art to repiaoe ti-se FPRO^ and the FLABH- 
EPROis'is With otbar fiieraesy oapabie of performing the serne functions, such as a "siiicon fsie" or a 
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RAM oan peFform scsms of iha fij fictions ;>f she FLAShS EPROMs. Agfsin, She k«y fyoction of the preseof sj 

teSep!-!or}e-»i!T!pulef « that ii can t^e c^isjsbis o? ^^WiV^ng s^-id storing !-«conf;gi.irat!On cfxis s>fsf»rabiy j 

fscesved over a istephoEie iioe or the Ska via a coswes-itfohsi port, so 3S to ariabSo mcorsflgiifaSiors of Sh« | 

PGA as Ptsfided to epdate ths hacdv^sm configorsSsors ofShe syS'Sfo. | 

In th>» prefefssd smdodifnsnt. ssx isveis of siofiwaro ss!» provided. Thoy am tim HAl app!so3t:o!v ih« HAL s! 

operaSng system sod :ntsrpr«ter. the £xfendis<i BIOS, the Kfii-nei. ths PGA rscEinfigurstfon code, snd the | 

systesY: sntsgfity f.^ciss Each ssves h«s d;ffem!-;5 atf;es.& cspabsifJiss. diffs^rsnt st&rage fequif»:rt»riis. Sind j 

di^femot usss. Csrtaio software ss stored m the FLASH- EPROMs. The prsmafy FLASH-EPROM Btorss a s! 

hIAL. operating 'system arsrf the fiAL irstsrpsfjtsr, She Extended BSOS, aiid ihe kerr^eS The secondary sj 
FLASH-EPROi^ stores a copy of the ksrnsi snd aippssftstsapi psgss. T hs appiBstion psgss mciuds ths 

scs^srssi, irssitsxicftafss to coiied data, and linkages to ths prior sermon arsd to the nexS scmon, | 

Ih© hishest 'Igvs?" of soft\«ar8 jti ths fsSsphons- smuisting version of fhs system, is rsffirr&d to ss ths 1 

"horrss sppiicSiSon ianguage" or ''HAL" soffwaire, Tf is KAL soHware is dov^siiosded In "pages:" isxi^-: a | 

netvvofii host compiJlsr m response !o the user's Indtetion tf?at a psdicuisr serviee is to S>& accessed . if | 

button ort ths tslaphone-coi'tiputef teypad or keyboard in msponse to a prorrspt, ihs toiephoris-oornputer | 

sonds an appropriate r«8sssge fo fhs ne!vvofi< host, after wihich the nefwors host corripuier 60 dowrsioads | 

Ths HA:L software v^'het^ r8c«iva<{ by th« teisphone-coj'rrputer is stored m the RAfi^ 34 and nosyfiasiy is rt^n | 

tha s.'cconc!3fY FLASH-EFRO'vt irt ordef fa raciiios this r-iuntoer of coi-niYiariicatiOns rsquirsp to accsss tfis ! 

rietivork hcst whara this yeouid appear ussfwh it ss snvisforied that on ti5a ordar of 3-10 H.AL pajjss n^iight si 

be fjipicaiiy dowrslosded to a fsfmifis: per day The hiAL. 3oftv«afe thus provides the intorrjiatiors necessary | 

to pfo«de t^!* d^sirsd user- 1 

frisndiy user intsrtoco, and is dcsvnioaded m meponss to ths siseds specific reqiseet. The HAL sofc^ysre ie | 

thus funotionaiiy comparaSi« to iBi*,4':S Disk Opfiratsng Systsrr? d,"50&) software. Ths ssoond i&vsi of *: 

softwars is tfia HAL ir]tarpratsr, wi-sich providaa an snviTOnsvisnt fcrtha HAL eottwars to rusi. | 

Ths tiaxi i&>.'ei & "Extended BiOS" ExSanded BiOS iion-.var8 supports varions f!jnf::!:ons stsarad fjy varjoriS ! 

pages of HAL soijw-are sucf? as dispisy c»rsiroi, prsparation of rjjaasages to tha hatvvork hcjst, suppoff cjf | 

keyboard ftioctions., and the tike Lipdated "muifi- sppiisahon" Extended BtOS softsvare csin be | 

dwnioadedi ftom the fistwork host comput&r winan nssdsd, a proosss which might faka piaca en fha 1 

-J^ - « 5!! .^t p. fit !p' ^F O '••O'^t''.^ '^5^.^•'-.f0^^ ^ . v v - or ^•^!:-^-\^' : 

34 and mii shei. hes copssd to the prtfTjarv FLASH-EPROM for iong sarn-s storage, it wiS be appreciated by sj 

those skiiisd sn ths; art that 5-xfsndfid BiOS sotiwars iOrovidas f«ncf:on'5 \vhioh arrs arnpirjyad by the M.AL j 

softwars at^d is ass^rftial for !!■!« hfAL softwai's to mn propsriy, | 

Ths next iov/er iiovei of soffrA'ara is the "S'jernst" which insiudes the oeri-esteodad 8ifi)S, This kernei sets | 

pressnts an tBfvii PC architsctura wi^h addad :r;!egnty servicas to ths HAxL operating sysiern, Lit^e it>s: sj 

Fxteridfid BiOS sc^^-vare tho karnei can be downieaded frern a network host cernpriter vvheo needed, A | 

grsphics dispiay driver is inlagralad into the kart^ei store<:t In tfsa prit>5a!y FLASH- EPROfiS. | 

The mamory map of Fig«re 57 coi;id s>e reconftgrireff hy reatrnctiihog fhe BtOS and/or the Extended | 

PGA. This is aiso refermd io as "PGA issds", 'feccnhguraSon isods" cr "eo 
p;'0¥sded by iha PGA chip progras-nms-d ir; aooordaoco with ihe PGA code 
performad sf high spaed. S!.!ch as i-neirtory oantrei and timing, and parity a 

As in tha case of ths E.xtsnded BIOS softwara, any ypdata to this i^conSgy ration coda diSvvnioadsd froh^ 
the nahvcsk hos! !s ir-.iuaiiy sfcfad m tha t^Afd arsd tfjar. is copied to ifja seccndasy f-LASH-F,PROM and 
asaci to raconfigara the PGA chip as nead he. For 8>:anipie, if if appsais thst s softiivara virus is active, 
ths PG.A can ba raadiiy rs;corifig^jrad such that ths vsnjs cotttd m iorigsr Rin on the teisphons-coriips-stor. 
"t his wouid of courss nacessifate that other softwara itwiuding tlia Extended or non-sxtended BtOS and 
possibiy the H.'\L softA'ars bs at least parflaiiy rewiftan , Hov/aver, these tastes ir-sn 3iso bs a&coi-^tptished 
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cowid aiso be sitersd refncsfeiy if ;t were dessred to add additfoiisl fyoctions to the teiephone-GCJsrspi.ster, | 

such as addsng: s facsimste capabtStfY, magnetic or Cipticai mwwy ©femsnSs, or ths !!ks. In soms oasss ;t s 

some tsn-sa iisf;er Agassi, each of thesa options subiitsnsaSSy incfsases ihe uJ-iSy of the teSephona-ccimputer s 

She BfOS softssfss-e opsrates. Accocding:!y< th» P<sA | 

chip mosfE b« contsgiimd p;-Q;p«fly for Jh« various snpuSteulf>ut functions controiie-d by BiOS to operate | 

propefSy | 

Ths f:naS arid -awe&t Se>.'si of soft-vvass m rstsfrsd to a-^ a '■sysien'! intsg^^ty cods" Th;& softo'afe ;& \'vr;!ton to 

She syst8i>-s fotegrity chip's EPROM S5s at nfanufacture or posssbSy to a sepsrsts RDfi;^ , ii is this code | 

whiioh opafsSsB She system to the sxtenS rsqusfsd to aiiow tiis rsooiifigijrstion sofSvrars to be dovvniosdsd | 

So ths termiiial it^ ordef to iriitiaSSy oi^osrarr? ths PGA chip as indicated abcvs. Again, tiiss soffwars is 1 

esserstiaf in oi'dsr ths! the FSA citip csn bs rsconfigured by 3 fsoosifigurstiori cods. | 

Th« abovs dsscribecl sofw?ars structurs provsdss partitioning c« tii© vanous eismsnts of sottvvans 1 

case of SSi:e IdAL appiication) of refatsvsiiy madjiy by the opsrater of si-is nsiworic host sifi th© casa of tea a 

Exi&nd&d BIOS so^wBm) . Access to ths PGA resoof^gorstion software wiii be restdot-sd to tiie | 

Significant softwam, " " ' ' • ' ■ i ^ 

One imporSant oibleot of the presont irivsrijior; is to aliow the oser to socess a bank dsta base. In order to | 

»voi;d oompromising She fotegnty of tea dara &as», and to rastfgsin frssjguiefsr Sfeosactiona or the iiks. tr^e a 

sysSsfn must be rsiade i-;lghSy 'sliabfe. Tl>8 capabiiity at recofrfsguring ths aoruai iogsc of ihs fsiepfjofjs- ti 

oompafsf siibsSaniiaiiiiy snhsncos this ssouHty. A ff8rdi.vare focoftfigwrstion csn bo msd© at any tifvje to | 

suppoft a cnafige in shs software daaired. for jsxart^pijs, to after sccesa raquirernents to pr«:venf tauduisnt a 

users Of to for&id tham aocoss to the data bass. A nombsr of | 

spsoifio changss can ba roada to pfsvant pmexistsng so^ware from ronning on tiis tsispi"iona-con5pi.itsr. 

Sbr sxampie, aiitipiy :by ragisiady changisig tha e«cryption method ussd, 1 

The prifr^ary s^jicropfocesscsr can aSso b« progfa«?rrssd S'O'T! a fsnjota computer to fsoovof frosf; a systesys | 

'durrsb" nwdo whiio continuing oparatsrig ss a oonvantionai teSapbona. By daprassing a spacifiad | 

soqs.fenc8 of liays ors ttse keypad and/of keybcsard, the oode wiSh:n she ksmei provides a set of (nstryctfonsi s 

which prompfs tne imar for parmission to racovsr. It pormsssiffln is granfsd. tiis aystan^ diaia a s-ottiOts host * 

conspuSef to receive a recovery software modoie, inciuding a n«w opafafing systam, | 

If an ypda'fSf! Boffevare has a virws or otner bug rha; prevents the teiepbone from oorinefKing to fhe host s 

computer, a Burnencai ooda fsay bs sreysd in througf) tha kaypsd and/or ti?e kayfjoai'd to fofoe tha rsnit rri a 

fhe ''dumb" mods. The code to do isiis function is suppiied to tiis usef upon demand. | 

teispi^onQ-consputsr is pfogrS'Tsfiied in iba HAL format. Tha primary microprocessor receives | 

downioadfSO:, coFiipileci f-iAl. soft*,vsre appSicsrions. Those appiicafioos are interpreisso by r5 i-t.M. snterfsretef s 

protected againat pc'V/er fai-yrs. The HaU. interpreter may siso he downiosdad from the network host a 

cofopotef when neoess.^jry, ssioh es to update ii>e interpreter, end stored in she primary FLASH"EPf\0;vt. s 

AJtematively. all stioh date, except ajstomer data, may be piaced permaiier^fiy ir? a ROivl. The prii-nary | 
rs^icroprooosaor cparal^ng syatem dafsces os,da;r^ microprocassor configoraitoo pararnsters snciuciirsg the 

boijndarsss of the msmoiiY for ti-;s appiication pages as weii as fhe data msmosy areas. The system | 

mtvA-ars aise pfov-des that o.ata pages may he written in the voistiie memory Wneo the memory.' is fiSeci a 
and the primary mioroprocss^or nsads an ada;t}0!-;ai page, the pi-^rnsry miompro«s$sor ti-anst«:rs 5ha naw 

page fronf a network da;a bani% and ovaswiies ibe pagss xv'fmtn ars ieast recentiy used. Those | 

overwisten pages may be retrieved frorti: Shs networss host memory through the modem, if required again. | 
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forms m«fopf!>c8ssor. in one embociiment of ihe invsntson, prograsTs invotes a record msrsags)' whsoh sj 

manages s tsiepborse Sfet daSs reosfd,. sctiviiy iogs, a persons; configuraSoo mix^ule srsd s disgriostic. Scg. | 

agaiiis! powef fesufe. Refen-ing io Fsgs. 14-16 and 1S< the lelsphons- computer siipsxist csrcustr;/ provxies sj 

s rsun'iber of integrity teafejrsjj Thess inciiide She follovtfing error detection or faikifs prevention teaturoB- | 

(1 ) a dSifefrs^frsatfon as to whsthsr the ;;rKcropr:x-iSssof sofe'V'Sirs is functioning propsriy wneo ti-oj tsiephons sj 

is taken ofl-^icok, ;2 ■ a watohciog ttfsief to ensure thsii ta's coiYsputer sofiware not iYiaSfunciioixng. (Si a sj 

p3«ty chack for ths wicre^TOcss^of's voiatsis mnd^m access memory (RAM), (4) FlASH-EPROMs or m | 

an aitsrnatfvs ®mbo<i!!tiefit, a battsfv bsck-«p fcr Shs vaiatii® RA?i5 (5) csrcustry to fiKsvid® «nts prot&ction | 

for that msmory, (6) power feiiure | 

warning, if a baS'Sry ss ussd, iS) indapandarsi opsfatfon oi the leisphana siscti'onias frora fhe tatepSx-'ne sj 

a cafi In progrsss, {S) a stcrags cspscitor ra p!>3vicis backup power to tP® micto&omputar dsvsco's r®al sj 

Sn-se csook, fiO) Gircusrj' to provide profactfon Jmrn tn« ieisohona line power ovefvoitage/overcijrrenl. fit j sj 

cifcuiiiy to psxstecl from cafr-imonitxotiOfi disraptions causod by a caii-waitirsg sigriai or otfjef dk-fxipliofis of s 

ssmifsr tengsh. and { ■ 3 s seSf srrjriiS-jring Riucii&fis to eiiminsie ti-is nss«d tor asivsoe «siis; to reps«- j 

!r(aifi.jnotsonsi, II]® (r]t»8riSy features sr® described in a greater d«la:i as foilows: | 

The teiephone efeotronics indudes ao eff-fsook timer vtfiiich, when snYi&d, senses the fs:Tio>Jai of the | 

i-!:andsst frosri; &« teisoiiorta. The function of ttie o^?-ba»i< Ismsr is to srssure tiiat ibs pfin'sary | 

fsricropfocessor aoftwara and hatdvwsnes ars fpncdorsing propariv each 8fn« ibo teiaphona is iskm off- | 

'■^r\ o*' oi M 'r^ r N ■-^■^ '■^ -■'^ f-^ aH'-'o ->-)d v.* ;s "-^ io^ dt grf=:ti: d r'^ r-v. -^s t -i;; t->pf=(Ujr | 

fT5(Xte ii.e.> the ielepheoe-compwtar cjpsf aies as s norsTjai feiepbon® v^itii a standsf<i teiaphone speech | 

pstwork tor a standard toSsphon® voice transiTiis&ion) and ti-i® m-croproccssor is rabootsd. ipo POTS | 

mods ss activaied ti-sEoogP tPe taiephone reiay diaadie funcdon whsch i;5 aotvaied by oa^pote ficni ti^e off- sj 

hoofe tis^jof and iha prifriaty micropfocassor. If thraa conaecuiive aaasrspts io taboo! tiio micropfocassor | 

are unsucoessfol tho ts§ss>Poos-ooffip«Sor rsmalp sn tho POTS mod® and s niosssg® is printed on fts | 

^--^.t-a^' S)'Ct(»«^ .odir^nt a E^-.'a-vEo>( ^d(i-atv ^ '■-(i app«-o oSus«\'C» ' <^n | 

the tsiepbono consoii®. in an aitsrnstivo omibodimooi. a msifoncfion -ndicatior! wiii appear ss either s | 

massage on iha LCD display or the LCD dtapiay vvii! appear ■-.viti-i no baoklsghtirsg, Tba raioraprocassof sj 

snois.fdsa a watchdog tiroer which is resat Sirro«gh She micsoprcsoessor's inputfeuipui bus. if, in tba period | 

designated wafchdag tinsef eKpiration (WDTEj , the watehdog timer is noi rasa- by the primary | 

n-fiofapro-sessor, a non-;aaakaPle intarrLipt (NMs) ia gansrated as an inpat to the n-iicropfoaessor, if tf;e sj 

timer is allowed to expira a second conseciiiive jima, a barvrJwara rasaf is genaratad which disabias tba | 

ilmar. deooopres fee tslsphone aiedronscs frorn the microprooessor, reboots She niioroprocessof, and | 

acitvatas a seiYioa iigiit an the housing ui'-it, is) as) aiternslive ambodin-isni. an error friessap* appears on | 

;n«- n- cfc-ptoc-S'e&or p!a\!CJ«s .j pa- ci:!sck forri-;* x-cSafite KAk^ 3t "fie periK-cneCK \ni.i!cn p!-ovid>ss 1 

for an auiorastic raoovary whan fhera is a par iiy error. The parity cheok fanofion provides the same fype | 

-of NMf and failnrs protectiori as the watchdog timer. .An ai.:tomatic sfjquoncing is provided tti eiiadnate ihe | 

need tor a n-!ani.«i robooi if no cant>'- orror is 3ssoc:atso vx-srh She i^-Aiv;, snd SPsr® is s r®ft>t!0! caused by a j 

Th« teisphona-<;on"sptit«r sieotrooios provsdss power failare proteetion featores, Ths php^ary 1 

rsrlcropfocassars powar Eailufe deSsct:on citcuif )s rasporsssve 5o aarsatn intarrripjsons in powar !o the s 

n-iSCTOpro-oossor -or low power conditions and pfovsdes an -ntemrpt ro ihe n-!forop:->:x-.e8BOf affor receipr of sj 

tbo w-amins dsfoctions wbsn csilaii-i si-;rosnoids sro orosssd.. in i-ssponso to those warnings, ti-stj primary *: 

rctii-> vs-iscEv 5 ^ss'lf ■! »-^>d)f o slf nr^vi r t ^njpti."-- i* ^.--ow^-! . o x~ars. The :>o-oaiied ! 

'*pov?sr fei!" I 

mtetrept causes iiva sTttcraproceasor to anfar a timed interval lo finish euowt processing ptkx to erif«ring | 

!he reset mode as long ss ths power Sow condi-ion remains, in tbe event of s power failure. She POTS | 

pi-io«s circuitry is aotivatsd so thst a normal tsisphono opisrafioji is mi disruptsci. | 

Tf® frircfoprooa&sor circaiiry danvas powei frarsj 110 volt AC soarca, and ifia POTS pi?or!e oiscuiiry is sj 

irrdependantiy witfiin a single devics, the microprecassor oiixiaiiry and the POTS phone cirouitfy are | 

groufidadi aeparslaiy. | 

Fig, IS is a dsagrarf! of the overvoitaga.' wari^urfent preiesiion oireaiiry 50 whicf? disooaneofs ffre | 
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fsSepnorte csrousiry 51 from; *he fsiephons !ir»s 52 m ;he evenJ ;5f s teSephona lina povvsr ovejioad srsd | 

prevsnts ths telephone from ovef hsaferig- A Juss 6S s& pSsesd in tip ins so Sfat if a high voftegs or a h:gh | 

curfsfi! appiisd. th& fuse wiii dsacono&cS the teiephone csfcus; ffom tfis fstephorniJ Hne. Howsvsr, in s! 

sitealio«s \f^h«m s cormtif is mpimd bsizm thss ievsi sn whsch fhs fus§ sjiows, for insiancs during th« | 

UL14S8 feSsphon* iospeotion feSiSs whsoh tests s!« run w(Jt5 a short-offcuit cufi'snt just befow fn» | 

biowing pami of ihs fuse with a reSaSvsiiy km voiiage, Sw© arises situsScsos whsf® despst-s the relaisve | 

sow voitsge. the sppissd curr^ttl csn oaisss <S3!":g«m«s hsating in the tsisphong oirep^try, | 

To prevent soch sstuafioEJS, 3 Sufgsctor, which is s siiicon-coDitoiied mctiiisr {SCR) device SS, is | 

flonneoied acfos'j a tip isoe 523 aod 3 nng line 52b of S;hs teiepnone iino 52 to act iis 3 CLifrenf-ffiggsred sj 

switch aod at &« same time to act as ars ovstvoitege proteotof as wsii. That ;s< if a voiteg* 8'"8a?8r than | 

ihe breakover voilage of She SCR device, iypicaiiy 293- 378 volts or higher, is sppiied ecross liie iip srsd | 

nrsg Sriss,, for ssosTipl® during She UI1459 tsiephons testing, | 

the SCR device v^ili permit She i;i.srj"ef?!: to pass iiirough and betvvea^n a cathode ferminsi side S3b and an | 

anode terminai 'jlde 5Sc o? ths SCR device, fhersby byfxgssirig $?5e ietephone ci:~oi.!!try Vyfioo a reSstiveiy sj 

iargg con'ont >s spplsed to tpe tip and mg iiftss. an attenuated current w-ii flow so a gats ssswinai aide 53a *: 

of the SCR device, Wiien the stienBsfed curfeot reaches a trigger corrsni ievei (1o8-3DD sysAj , She SCf? | 

permSs; a normsl tslephoos csperation after the voltage dsops below the fhreehoid ievei: or after ihs current | 

passing iiifoogh tno caifiode and anode fofmsoais drops bslov? the heiding CLirrent threshold ievei {16S | 

mA) . I 

Sines the, SCR device opsrates onder a DC voltsgs, a diods bridge S4 Is coonsated bsfevaen ihs ring and | 

tip iinss to convsrs an AC vottaga, which is y&fsd dydng ti-iS UL1459 sasts, to a DC wsags. Aisamalsv^iiy, 4 

the SCR device and the diode bridge msy be substituted with a TRiAC device Itwo rsverae-pafellei SCR | 

devsces) since TRIAC devices opsrats vvsth AC m<i DC voltagss. | 

Fig, 1g is a bloci< diagraP) of tile feiephone eiecti^opioa of th« invention. The 12-key teisphone Kaypad | 

includes a eovoi split pill outpurelsn'^ent Ahic.h iprovides fvi'o sopar.ate isoSated output sigriais. One ouijiut sj 

is directed tp ths Ksyboard/icgypsd communications procossor, wi^ich pas&ss to tho modem dialer, and ilj 

^t ei o ^5 r V ? ^> tt "ep ■■ ? t f P. i> ' - 1 it'~ d ^ c^< ' c i. v o ' j '> 0 3i,no oi A t>- j 

ti'(8 tsiepbone line. Ths disiers may bs "setected for slthsr pulse or tons by a svvitch oo the tsiephone | 

housing or by sotfevars.. Ths primary micropreoe&sor has the capability of deactivating, under various ilj 

conditions, lha output ol tfia tsiephone dialer to the telephone line so that data | 

inpift isy sha ifsor ovar the ■s2-lfey keypad cioos not jmsrfsrs wsth standard teiephone operations. The *: 

di'Bci fceypsd, dialer ieisphons hook, arsd rnair; isSephorse swsloh are aSl corstroilsbSe fr orr; th® pnrnafy y 

ntlcEoprcjcessor to perrnli the roodern disier to provide pulse or tone outpula or deactivate these outputs. | 

a HEIJ,-0 i^ey. ActlvatioEi C4' this key, wheo tiie teiephw^ " " " sj 

( p■^ -s-,, nn*r>li tV"> rt 1 =; r o-ii\ nji'^r'^sait i'- I H"-i t | 

key fealore provides computer s«i"(snosd te:«pi>on« operation >vheo ti-se tsiephone is not oo;irie<S8d to ft?e | 
■■■ ofs> t i i i I) ' le (f af Hv pf.> ''^s es } >.C \e c i pf i a 

tones torn being tfansmslfed so -h® astwork) arid provides tor trarissboi) of the tsiepiioine iietvvof k to y 

computer contfol. | 

In an aftefnativa emhodimenf, a function k«y may Ise used in piaos of the HELLO Ksy to obtain | 

ntlcEoprocessor oontroi over the teisphona, | 

Aitsmativsly, any functian Key or the l£-kay kaypad can be prograsi'jmed through the prin^ary | 

nftoopi-Qceasor for specific functions selected by ihe manufaciiffer. In the present embodlmen!,. function | 

keys for speod diat and re- dsat may be provided The device may loclade a flash key which performs Its | 

stapdard function in a teisphona dsvlcs. Alfarnaflv^iy, ssisotsd ic&ys of ths 12-ksy keypad inay ha | 

pi'ogfamiTied to perfofrn Hash, speed diai, and rs-diai funciions. | 

The tsiephone eleotronica inciudea a ooiTin-iunioations procsssar wfilch provides an intarfa<Je uetwean the sj 
b2-k8y ksyboard or 12--Key keypad and the primasy nil 



presentsd by either keypad, keyboard or j-elstsd sien^ents of the feiiephons eisctrorslcs. The affe! 
snibodlment disclosed in Figs. 3 .and 4 uses one or mors function ksys. The fnociloo ksy Input is 
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wsSi sypport op to eight fuoctson keys. 

\n om embcdimsot g^e commi.f!-iiG3t:Qns processor SiSo snGiudeS fons detedsig hafdware and softWiafe 
'sji ol( '"J.' d.i { '■iguisif J ' . >>: 'ai i busy ^ .! w.! 'i'":)^; . '] i!"!^j!n5^j, a>ii.i ' ..i .ji to'ie ijj; -^es :h(Si 
ifilbrmaticsn to tiie pffmary micrcpmcsssor whieh in turn dteplays msssagss on tii& LCD display to snform 
the user of busy ssgoaSs of oSlie? tcsnss d«tecis<^. in an aSSemstive e;)ibo<isf««iit 5r!0d«;r< psffomis these 
furictiotis and paasss; the infonfjaSfo--: to the pnmsfy mrcropfocsssof , Ths pnrrjary pfocssaor and 

Siystem mil reset, causs^g both processsocs tcs resnitSaisse. 

The modeni provides tt;e rnodi.f!a»r^ds:f!>G!ii.iSats;f cffcuffsy nscessafy for transniiasng arsd recssviiig data 
over a tetephofie nstwcf k arsd thus fo!T?5s the sntesfece teiweesi ihe seiephona Sna, the pnmafy 
msCTOprooessor, sod the commijriicfjtioiis processor. The moderri fx^jr! fjiso foe configured to detfjct cstSiog 
psrty data on &« iin« and pasiS Ihis data to the cominuniosttons :proc8s«os\ Ths fBodeo) aiso incSudss 
dfcuitiy to project from diSfMpaons in oomrrsynications oShar parts of s cofripiJter nstwork. The rir-sg 
arid dis! tonss sm siso provided through the spa^.cn ri-jtwork So the tssisph^rss hsr^dsot. Th© pfitrsary 
nsicfaprocessar pfovidesi a ssnal input to the moden? ys'hioh cari s>8 connected by co--itfci treoi the 
rnicrcproaessaf to the fnaio teiephane Sine, 

standard for 9660 baud modefns. oniass Sh«f« is a disropsion in She oaff:«r Sfgnai transmuted froni !h« 
ref)-(Oto co^-iputer of gr-^a-sr than 0,5 second dofrdioo. 

This festufo prtjvides pj^siadion froni: disruptions caused by iha tsisphooe oetswcrk and disruptions 
caursed by cai! waiting signai'j, and is trarsspsront to the user Tiia modorn circnitry i.ised in the present 
invsntion is suppiigia Py S6S Tnomsjon, 

The modem dmuitp/ also inciudes Sis ospahsiify of detscting tX.ASS sigoais sent over th© toisphone Sine. 
Th© mo<{sm cireuiS'y passes this informatior; to tho primsrv miorop^racosscr to provide CLASS ssrvicss. 
Ths CLASS services thst san he providsd hy the snvenfeos) rrsciudo Auiornatic CaSback. Autonsattc; Raoaii, 
Customer Odginatod Trace, Caiiing Non^iher Deiivsry and Calling Number DeSivery Biocking. Ti-ses© 
sS!VK«s sr§ disojssed furshsr irs the Beiioom pubiioatissns "CLASS Feature: Caiimg NiumiJer Deswery". 
Technical Rslerence TR-TSV- 

000031, isss-ie 2, Jf.ino 1S88, and "SPSS Cs^stcmsr i->remissa E.:iUip!Tsent Dasa intarfaos". Toch^iicai 
Rafsrenoe TR-TSY- 000030. issue 1, NoVsffiPer 1S8S. 

in om «tv!t;odim«nt. ths sTtodssm corsiairss tsiephone disimg r;iroui}r>' so Shai a separate <iiai»r is ooi 
reqatrsd and dialing of teispi-fons numhers can be initsatad fron-s the i^sypad or i';8y.boaf d, ihfough ths 
comtT'Onicabans processor to iha modem foe doling over !h® ieSephono isno, VVtjen the telephone- 
computer -a powered- !.;p, a seif- irrteghty ?esi and insjaiisation !S pertormsd vvpsch vanfias tbat si; iavsis rjt 
operafiog softwafo pseseni rrs the teiaphone-corapoter are operajlorssl. These levels ot opefstfog softv^as-e 
snciuds the tcjiio^s'ing roodaies: a system aoftwafe compnsing an extended BiOS and a BIOS paramater 
table: a system sottsvars interfaca, comprising 

V. I ^ '■K ) t j h \ 3! ! n <3 ii f<:t ! » j 

sppticabons. If the iiernei {which cornpnsea the low- levol StOS) , and the retconfiguration coOn and boot- 
up cede afo opeiatfonai it is possifaie te reioad any of the n;entioned mcdrsies ove? the teieplions iins in 
the evsnt that the verilicalion tea- fails, in ti-ss even; that ths i^iStmai^ which is stos'sd in iha FLASid- 
EPROiVSS, is oomjpt, as Ihe iresuit of nntrarssesin ar h&sdwsmi faiinrs, or if tho taroilnal k being 
mancfaotynsd asd ivas nsvef been programrned, the snormous Itexiblllty of the PGA aiiovs'e the kernel to 

system reboot which foiicsvvs a power-up, or warm siarl, defined as a syaiem reboot vsrth the povsfsr 
siready turned on. The cold sfad: veriication sequence Is identical to the warni stast sequence exc-jpt that 
during the said start saquancs tiie RAf\^ sa also clsamd. 

The initial step of the ?est corrsprises a i«emei sntegnty test. Tiiis first step iS performed isy tho pertnanentiy 

progfammabls GPROM SSa. The intsgdSy s-csfovars drives the sysiam integrity processor. The integrlly 
processor iPibates a check of ths main sernoi and da sjaoiiup copy, siored In th© priman/ FLASh-EPROy 
33a and fha secondary FLASH-EPROiivt 33fo, respeeiiveiy, Eadh of tha primary and aacondary FLASH- 
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EPROMs siorm s copy of th® f^sm^l if She backup copy of the kemeS is cofroptsd, the (-rsasn kefsisi v^iS | 
stteoipt to copy sfssif into Jhe secorsdafy FLASi-i-EPROM 33b, §n the ijveiit thsf the nsaso kernei is cor;5.spt, sj 

FLASH-EPROiVi aod {he secondary Fi.-ASH-EPROM. The system | 
e b^v-^iip'^- ^o jOoer.-!;w"u w -ht ^ic- !c Cv,V" -Ss^' ' -sU ; >>? so v | 

i V ^ ^! *! hv 1tS>-.f V -V«, ^ !!>5Xift p -O !(i V t: > V ^ 1 

f'SpfogrsnffTrtng pfocess. The solegrSy software vvsii aiiow an exiefna: PC to control the downSos3<xi:rig of the s 
^ N -^^ ^■» o t 1 f !^ t c ^c-t ^s" > .Off " o ^ It ^ >r a , o Pv. \ hip | 

Thss caciss wifi configure tfis afcHitscturs of th« PGA so as to then gisovv' th« PC fo ro!.it» an smags of the *j 
kerne: dss^cfSy fe the prm&(y FLASH-EPROM. This ksrnd wsji contain the software which is capsbSe of | 
flonfigunng fbe PGA to ifs opnrafcie coo^gi.! nation, as weSi as the BIOS snd other sofiware necBssary for | 
ths ccmpiets fct^ctioning of the system softwam.. The PC wiii thsn cause ths computsr sysfsiT; fo reboot 1 

SpocifioaSSy. the syston^ integrity proosssor 35, caosss s first group of *'systs;rr} vsrificsfioo scsft^sre" to | 
ciownioadsci: either from an external processor, such as the t^ost ust»rk compuiet. or from a teohftioiaft's *j 
test devfcS; §o roconfigure a podior> of the P<3A to reseoiibSe rfsad-oniy rrismory containing osrlairs | 
prcdetemiifiod m-crocofss. This micrcsoocie is then osod by Ehe niicroprrjceseor 31 to tes): its own fcnoticns, sj 
Which typicaSly wM sficiude tssting ct the rscdem sccsss and rsad-oniy mamory ds^oss, 1 

At this poii'ii the niioroprocsssor 31 can tsks over opsrslioos. and causes furthsr rsconfigtirafjon codo, | 
uitsii'tstefy dssirsd {ursofions) to he dowoio«deti. This code is stoi^d first ir; th® RAM 34, tlien eop:sd io the | 
thus competing initial ioactirig or tssi of the prsaent tsiephone-compi-ftar, in 1 

the preterfod ofrifoodiiTient, the "cspofationsi recoofsgursitoo code" is siored in dopiicate (in the primary | 
FLASH-EPROM and in ths saoondsry FLASH-EPROivl} , This aiiows ti-is two versions to be compared to *: 
one arioiSiec pi^jyidii'sg an eddittoi^si check on syst«n> integrity, | 

At this poinf, the toisphone-compotsr wiii ha^^o tws rspsratioosi copies ol ksrr^sl softjvare. it can display to | 
5t!o osef tt!e message "! wilt bo ieady in a STiis^ule" ar;d proceed to the nexf stop of ttje verification process 

whicfi CGOsisits of a seif-disgnostsr; hardware test If a hasdwsre psobierts is found She verificstioo process | 

cannot continu®. The ussr may then see s i'^wsssge instructing him or her to contact an appropdafe 1 

sersftoe center for aasistancs. | 

Next, the remaining: srsfi^vars modules in tie primary FLASi-hEPROM: are scanned. The scan consists of | 

checking thstttw sise and checic sure count ol saoii software module ooiooides with tfse si^e ai5d shsok | 

sum counf stored ifi the header of ti"!e imoduie. in the even! of laiior®. detected by the integhty psocess, | 

the kernel wit; perforn-i in a 'dumb" mode and pron^pi the user with a qijssfion as to whether th® system | 
Shouid he fixed. The disspiay wiii show a message which requests perrisission fiom ttje userio oaii the 

f-iosf; whose telephoEie number is stored v«thin ihe kernei. Upon affimnation. she teiephone-Dx^mputer wiil sj 

Ttje Ft.ASH-EPROt'i'f recovery prowdoi's comphses dowoioadir^g reooveiy sottv\'af>3 ssnd a fiash iTiSiTiory sj 
rriap pertinent to the specific tsiephons -compuser fiash version number. The recovery softvfsre wiii rebuiid | 
FLASH-EPROtvi contents ijy fnvsstigsting the FlASH-EPRQiVIs iii order to dotenrsine which modijies are sj 
dsmsgod or sbssnt, srid reioading tioss sr^as with new riioduiss retrieved fiom the iiosi. if the recovery | 
process brings a newer version | 

of 'hs f-LASH-Ef>f^Ofvt moduifts if wii! aiso opdsts ttss i-LASM-EPRO^'i vefS;Oi^ numoef .n the ksn-sei ctsta \ 
space, I 

Tt^ere ars tw'o riisthods of updating fi":« primsty FlASid- EPROM, One rs^ethod is to download an entirety sj 

new copy of the once on the FLASfi EPROfyS each time the chip is to be sjpdated. A second method Is to f! 
- -..c; " — 0 -FLA.. fc'-X--^ K an- ^ ^.^rk. b> r 

dowiiiosd ihe new code fron; jhe RAM. After downiosdrrsg. the oaits of the FLASH -EPROiVi code stomd if! sj 

the RiStsv^; that have not been updated are copied back into fiis FLASiT-EPROly-. The choice of method | 

depends on she ooo^pisx^- of the downiosd. "f he cho:ce of methoci si&o sftscts the icrsi-jrity of rhs system I 

If there is a^ower faiiuns whits fhe^Fi^ASH-EPROiVi is bssng updated, the oonlenis of ths RAti^ s lost, ^ i 



In sM&Qn to rsbuisifrtg th« FLASH-€PROM mfxSutes, the rma-my softvvsr* vMl pmHsm a pus'g® of the 
disgoosSic io§ stersd in t^s® primarv F LAS li-E PROM. Trii« purge compiissB cJgsi-ing cists records which ; 
had msrKsc; as deteted snd oompmssiog a§§ ths mmaiiisng vaiic! rscords Soward the bss^snnsfig of 
ihsir feapectsve areas. Upon oompsstiors of ihs recovesy pfocsss, the fscoveiy softwiaf® iiiittaie a 

successf-ji. a pertiot^ of R.<\M \v,tt ctearsrf tc ssrvs as vvori..piac« for ti-is BiOS as-sd tii« E.\i<?nrisd BiOS, ; 
waSchdog mvi o;f-hoo.k tsssess wiii fas disafaied, the fotefriipt vsc-Jor iabi® asxi fc'ansfer ssgiSiters wiSS bs 

invoking the BOOT interrupt md tiie HAL snSerprelsr tfien starts up ths HAL sppication. 

The S!"f5Sfic;8i"d resder reads; inpots provided by s smart csr^d, w'fmb cortfeins a e^icropfeosssor and 
msnwjy eiemerK, and p«ssss this i'^orrnstion to ths cssmmuniosfeons procsasor, inciudsd in th& sn^as^ 
can::^ resdsr df ciiitry are iogic circiitfe k; cisiect ksa presencs of a siYiart casti and to sniSiats fsading ths 
card:. The smad cajd connects diredly to the cosiiinuncSaiioos procsssor, f^o memory address is aiiocatec ; 
for the smart ear^ in th@ RAM (34) , uniii<s othsr svstsms whss'S a spaoiSc memory acidrsss is provicie<3, 
I he comn-sunscstions procesisor erovsdes s low ievsi oonnsobon b8h¥8«n the ca-'d and the pr!f'5ary 
fnicropfocessaf . in sn aiternstive smbodin^sni. th» sfnart card can b© dirsctiy connected to ihe pfiirsary 
•n!C4 0pfC'-;^sst t .'nn 4h<* i'GA is, ot -S! v.o ds, ih>^ n-^ <Xin caJif^u^- 1> >x.-.«5?of o ■■'itnuniwfe ^^>n^ihs■ 
pdn'iss'y' niicfopracesisor osirtg the Exiersded 8I0S, and aiso makes the card avaiisbis to S-se HAL 

Ths «ses of a smart card inciuda stcrags of opsrato^sp®c;fic ipiformsSiosi, snoryption data, and pdmary 
niicraprocessef msn-fory update in^bnrtaison, 

Ths smart card rsadsr aiso writes inputs rooisiveri from tho miof oproc>i;ssor onto tiio smart card . in on© 
embodiment, data mcaivsd from miorDprecsssor is stoi^d in the iRAivl: and ti-;an wrsttsn oi-;to the smart 
card:. If a power drop ioiofrupis wdting, Sfe invsnsion warns the user of a possfeis Soss of data. 

As prev:ious:Sy d8scd:bed, a pnncipai ooseci of ti-sa invention is to p!ovid« a sjsef -^isndiy fefm:nai soifafaie 
for accessing s bsnk corrjpuier systanr; opsrating yario:us baoii soifevsrs pfogrsifns, invoiving individusi 
flh8ci<:ng accounts and tiie Siks, and additionsiiy prDviding a user- friendly si'^fjthod of accessing oiher 
safvtce con'ipot*:^, suoi? as fhos« vvhich ptovide aidsne fesarvahon functions, stock tsbts iook-up 

buifetin boafd ssrvioes, arid a vast panopiy of othar such ssfvsoes, a:Pd whioh pan aiso opsrats as a 
conventicnei telephoos TVpioaiiy, in ordsr to access si-sch a divesss vofioty of sofvices one must isave 
odijcasod orsoself a eqsjai varsefy of terminsi protocois .=5nd conimunscation meshods, wiiicn can be quite ; 
c.on-:pie5<. S-ntpiy to kas? track of tho ^'-ancijs -jsar codas an.-:i access stops raquired tc access each ct 
thosis serificss sss a aobsianiiai; ondsrtsking, Ths ps^sent teisphooe-oompsdef accesses a n8fo¥ori< host as ; 
"t S'^ i "ot n 0 " " -^^ Sn"' "S \ ^ ■■ ^ *td\'>^ r^t"^ ^ ^'^^ ct v h h '---pj -or 
t h \ hf svj-vx-xitts n^t-^hn 

computer i> inoioding the cispiay 4 and the keypad 3 or an oqnivaient terrninai 19 vvith a tceyboard, wf'iich 
Csommynicatas via coavootionai toiaphone iines indicated gonofaiiy at 1S, vvith a i^»t..vork hcjst comps-itsm 

The nel^yark host compote;^ ifiotude Tefminai Controiiers 6&a and inlerohanges SSb. The tofmioai 
coafroiicr CQm;prfse hardware and scftw.cnc and fuoctictns. One essofsfiat fnncfion of tha nstmirk iiost 
cismputsr 6<3 :s to provids a :ssrias of 3ppiio:Stioni prograiT; ''psgas" wbich ars downiosdad to she tarminai. 
The downioadsd prograai pages soppiy the terrninai wrlh sutfkient "pfompts" to eiioit ffom the i3ser 
whatever information,, i.o.. uaercodss. desired tfansactions, and the iiise. required to accsss one of a 
piuraiity of sarvica oompwtare SOs-d to which tde netsVori< host eompator is ccnsiscted via POiW©i"itioi"iai 

Mors padiaitariy, sopposs tha Msardassi^as to aocass tPa sorvioe computer Sfta of Sank A. Wi'^an ths nsar ; 
acttvales a tarfninai, there switt appear on its dispiay scrser? a mans; aiiowing hsm to seiact "Access Bank 

Sefvicas" tsy prssamg. for axampis, the numsrai "3" button oii ths keypad 3 of the pnssans teiepboao- 
oomputar or any oti'iaf keys designated lot such accsss in fiia tsrnsinai. It the user presses the ixttton, ttie ; 
tofti'ifaas \.v;{{ cersd a message to the nef?A<ofx host coi'cpiiiier ivbich in tsjro consuiss its ititemiji f?son5Qfy to 

an approprsstsi program to Sie tarfssna!. The tetmitiai wiii in turn operate using S'tis progran? and will asM 
the user various qijostioris required to prrxTipt tf'is user to input the ifsfofrnation nrjodod to ijcccss his 
Siccounf a:t the fossnk, i.e., for sxampie, his accopiit i-tun-ifjer, bis ssorst access code, tha type of transactton ; 
desired, Sie amount of dsposit, withdnavvai, or ti-ansfsr raquimd, and so en. 

Tt-!!S intom-istion is than transferred fnam the tarriiiuai to tns nstwoftv host coiYJOUser ;n a iineasags havii^g a ; 
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first pTOtoc<;{. "rft« naiwofk fmi computer feramfofjm this snft»ws^ion into v^tfstever second p(oto<scfS is | 

convsntienslly required to Gorrifr!!.fots;ate with fee ss:rvif;e compuser 6Da, for SKaniple in tl-je precise | 

SGDSss Bank B, typsoaiiy. fee consumer wiii be asked tl>8 sains qu®sisons by way of promote, bi.il tfm sj 

oetiiyork hast compijter wi-t iranaform the ssnswers Mo a scsmswhs* diffefssis pfoSsx»; seq^iifed to accrass | 

ths servics computer eOb of Bank B, | 

sonievvtiat difffsrsnt s«!:jije!-;c.e -jf p'-cmpts \vo!.!;d bs prov'id&d by tb» fsrrfiinsii, using an appfops-isfs j 

dsfferenS »sq«s oi sppiscafiOT pfograf!! »c#A'ar« downiosdsd l^y ii5« neivvotk host oorsiputet , Ssmslarsy, sj 

difS«f®fst conffTiUOicaiiijn sequences vwsuld occur beiwssn tha network host computer and the airisne | 
li->^- <.o !•, f o o i nt 1.. -ivv. ^ St:/; -^^ vjn..-- in itefttji^it; 

forrssai of ihe messages back and fertb benveon 5he telephono-compuser of equivsteni to-!m;na§ and tfje s 

nesWQfk host oompoiaf ar® descrsbBd in dstaii beiow. | 

Conffnuoicatioti between fhe nelvvofk host cortipuief 80 and Ihe vatious sarvice computors 6D3-d takes | 

pises socardiog io various sscorid prDtonois rfsfined by ths prophstore of the services snpp*?tsrf by the | 

ssivicfi t.on-ipi.itesE^, in-tpiern&ntailon cf ibe.'se commiiniWii&r.s frjiio^vs fbs tecbniqufss now in use vvrfh &nc.ft j 

preexistiog servsoe coropsiiofs aod is coossdored So be icnown by one si^iiied in ti^e art. | 

if wiff bs appmsfaied thsf shs sscsssmg e? tiie various servios coiYspuisrs 60a-a and eeunitess of pers, *: 

feqoitres thai the n8t\-K;jt< has; computor be enabled tcs comrfjnnioato acoofding to a iike vadofy of | 

f ypieaiiSy, ti-ssse wiii be imptemented ijy iBM PC softs^rsm pfogfems, Th§ fsrfBinai: wiil thefsfci'® itiost | 

o<-s'or ^ 1 < nt ( ? ho 5 "V ^ c •> c Cv •■^ jy 5* •■o i^t >c - ^ oir xi ■^t j 

the im'««&04i that the ^s^tspi-lO!■s^■s-eo!r:p:.^^^^r foe oapabie of running other F'C-con-spsisbie prograr?>s. Again, *: 
"pages'' of soplioatson software rsin: be downioaded fforn ti-se network best compiiter lo fbe tenissnai sn 

as a iifiik befw-sofi si^s tsfminai, arsb !h& infsrcnsrgs (iX) 59fc serves as ths iinic wish a piuraiisy of *: 

mtorsnafionaS and financiai semes ecJiTiputsr sysfeins SOa-d, Notobiy, ii"!* is accorfspisshsd w&iout | 

n'lodifyiog fh© softvvare of the service oompolers oC-a-d. Thus, art inniposisnt f-jodion of ihe nefevork host | 

compufsr. the present tetepbons- ooiTipuier, and the H.AL softsvars which it runs is transforminc? ths higbiv *j 

sipipiified "usef4fiend!y" rsquest^'-sspiCiisse sequenoe seen and msiponded fu by the Peer (s ineiiu) :nto a | 

reiativeiy con'iplex oomraonscatioo | 

sequence normsiiy used so access iiie ssrvioe coniputefs 60a-d, and vice versa, | 

ssr^tce eeiected by the user, I'hat is, the yser-fhendiy infsi^ace, cof tiphsing a "ises" of new iTiSi-iUS is | 

dispiayed sequeniiaSSy and in ;-espons« to each input prov'sded by iho user, noiii aii ififormaiion fequirsd to | 

page :n i'ssponse tc the specs-fiCjatiGO ot a service according to ti'ss snveniion p«ifnists this flexsbiifly, as it 

v^ould he impfacticaS io sioise a-; posssbie appiicatioo programs in the Seiephone-corrspntor. 7'be terminal | 

contfoiier 50a fopctionaiiy oomprisas a tsri-nina:; interfacs controiiar f TiC) 62, a ssssion confi-oiisr 61 , and 1 

s common isYEsgrafor (C5) 65, The session contrciief 61, if? turn, controls the terininai pretoeoi srsterfaus | 

li^l } i h<, -^^ i>n ^ >i>i C o > - >^ t -^.^ „ iii * V w V I 

conimunicaies wijh ihe tsiephione-o^rnpuler and trafisiaies the protccoi osed by it'se teiechone-compoter 

•A'hen fit St esiabisshing a c^rfeoc-iofi wirh the netwoi'k i?os>: cosnputef. Addriionssiiy. tise TPi generates sj 

random ancrypfion ksy fiombsrs whan rsquestsa by ths tari-ninai. The&s ancrypfion k&y numbers ars *: 

mm by ti-se te'-rriina! pn-jgrnrti to ftafssfnst conttdenttai sniormelion. fm T Pi aiso bandies appiioaiion page 4 

downioadioQ foquests. | 

The SM n-faintains the esserdiai data needed tor each coniniijoicafcon ssssion L>y storing irtfonrsafeon | 

wiihin the contest o? | 

the spadtic consomsr and the service selected, e.g ., his bank or ether finaoclai instif-^ffc?? For exartspie, | 

3 beer? successfuiiy established as a valtd and aijfhonsed us©i\ aii message trafiic si 

lai teiTfSinai is tisereafler considered seiaied Ofjiy to fJiat consnrtjer. Thrs consefci | 

b■^•^^d V " *ito t "^^-^ i-^rs^fvS!^" o>^jiort f "-no aiio\ t""o " -i — ^'iP^. oi | 

! consci service corsipufef 60e-b for sdch items as aocourst daiences. ana so on. The SM | 
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stores &S8 contsxtoa! infof'TssSon esquired to validate She IransactioB and inserts il ■Tisssages passed to | 

ssfves ss sh« oammisriicstton iittS bstwes!-; the othsr sismsms of ths session con^ffiiter ana th« ssrvios sj 

computer systems 60s-d . | 

Ths yser accsssss ot^s particuiar ssrvlcs r5Stw^ork 60a-d by satectirig the eomss ponding: option:, i,fi, Sh& | 

fastwsen fee terminal, the ssssior! carttmiier, snd the ssiecled s«fv:c8 computer 8Da-d ihen hegi'ts wISh a | 

ssssiors gstafeSishmeot and pFofoooS detection phsss, | 

oomputef thrcsygh ths standard Seisphons Bne 18, Atter the connscSon hss been estabiished, She | 

telepficne- computer sends a ssriss of siignais by which the aessison c^onSfois!" sets such paramstess. as sj 

the commi-snscaSof! baud rate. iFor e5KS:rr):p!e; aStar ih« sistwofss host computef sass the oorrHTsonfcaBoo | 

baijd rate -t rsBponcS'j wsih s fefmifiisi type i!>qLJ::iry. The temiinai interprets th-s Signai as a request to sj 

jdensfy tee type of termfrrai use and reaportds with an ASCIi coda 5:da:ntifying the type of horns ierfjisrsai | 

fasing used, 1:®. ths tQiephone-carripytsr or a PC tarmsnai, | 

Th& nshvorf< host fjornpuier provides ths importarv; fuodion of aiiowing the presrsot Seisphor!fs-co;rfp!.aer So j 

fnlmic a convesnsbna:! rosorooompytef r:unojng esssinSsaiiy conveinSi»n3) <:omo)un!ca!iO:n sohis-afe. | 

Therefore, the service computer BQa -d receives cerTirriontcafico irs p:recisely the same "rjarvsce computer | 

con'irm.irficatsor'! proiocor wi-iich it conyentionaiiy mceives, AoconSingty, Sio saivsao compuSora ■lesd not ha | 

such convsntionsi micr^compuSef systems 19 may siso !>e intsrfeced fe ths service compisSers 80a^-d by | 

way of iha nstiwfk host computer aocotdirsg to tho present aspact of the invenlion. it) each a esse, ths | 

network hast con"(pi.fter wii; again >asp<5nd to a rsquesE for access to a ssrvice compuier 8Ga-ci hy | 

riownioading one or mrjre "psges" of appiication software, user prompts, etc. . aiiewiog: the convenfiooa: | 

!r(isra(»rf!oy!er 19 to cor!ver!!en!jy scoefis the S8rv«« computer 608-d, After a c«!rsmu;5!cat!on sssstori l>as sj 

thus been sstabisshed, a "isnk tevsf' protocoi is enjpioyed bahw-an she tor^TiinaS srsd the sassfon «5nSroiS8r. :;:! 

IPmsatEad iute itiforrnation pacfeeta caSad nseaaages, F:g. 28 showa the basic forft5at of the niss-aago 70, | 

This message formsst is os«d for iha majoriiy of ths n^esssgss ssnS bsiwasn !h« network host coaiputar | 

and the termirsai Other r^iatsd fom-rats ai-e used in speciai cases <iiscs.!ssed beiow Esch message 70 | 

bagins with a 'ws-hyte start oi text ($"".Kt doiimfcr 72 wh:ch co'is^sSs of ti'se fixed «£,X code '■02\ "'he ne.x> j 

*■ 4 ho I i^' n'„'-'-t3,5= tt S ^ ^tOvOvt ,.'''■10 ^ ^ V. 5->-^5v,tin ^ t»* i | 

is within this message text fieid 74 that the actoai transacSioo infbrmatien ir; transferred. | 

The nrsssaga test fraid 74 can sfeo cootaio infora^atien concerning the ::;tatus of the r^aBsage. | 

Foiiowing S>s msssags tsxt ttsSd 74 is a ens-byte stert of i-issdsr (SOH) deiimitor 76 which hss a fixed 1 

HEX \'3km of "01", Thia SOH deiirnstef 76 asgmfsas the end of ti>8 s-nsssags text fraid 74 and ttre atari of | 

the Sliding: | 

Window Protoco! idsadef 78, | 

The Sliding: Window Protocof i-issdsr 78 is provided acoo!^;:pig to m importsnt aspect of the preson? :;:! 

invention, a:Eid contains controS and errxir nianagemsnl information, lliis header 78 conspnaas a sequsnca | 

number fteid 80, an aciincwitedge nar^bef i'iaid 82, a sfesSys field | 

84, and a checksum field 85, totaiiing mx. isyles (n iength.. The sequence nrjnrhef fjsld SO is important to :;:! 

the error detection and control aysterr! employod sccofding to the lovontion. This i^eid coritalris a | 

sequence nijniber arjBfgriod by the trsnsmihsng device • j e. ertner the {sj:ephone-c,ompi.!ter or she ncfcvork :;:! 

hosS oomputef) to each rnesaags sent. Ivtore spaoihcally, tf)e soqisenoe :nur)':b8r field 80 coriteir^s a one- | 

byte ASCif encoded nurnfaer ton^ 0 to 9 specifying the order of i:li8 njeasaga 70 in a sanas of tfsnsmihed | 

messages . Th^s seqij-snce numbers are assignsd independsntly to the messages sent in both dsfecfions. | 

Eaoh guocassrvs nssssaga 70 is assigned a refss-anca nunfijer cr5« greater than Sf?at of the preceding | 

ntasaage 70. The sequerwe numbers are applied in s cydicai fashion. That is, when sequence number 9 | 

has been assigned to a message, the next message is assigned sequenf;e number 0. This process is | 

fefoned to as fh« | 

"siiding window protfjcoi" ysed for error derection and correction according to the invention. | 

The fooeiving devics stores the sequence number of fee massage n^ost racsntiy rooeivsd. When a new | 

message is mceived, the receiving device determines if the crjr^tent of the sequsr^cs number field 80 is | 

one greafer | 
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ihm\ Jh« s^qusn^is ns.!!Tsbef of the pfec^dsng f^jessage rscsivgd, Sf nol< an error has b8»fi dstects-d, snd 
the recasving device, dimr.ts th® traosmisisng devsce to rssijnd the precedSiig nieijssgs. Addiionsi ss-5C!.ir«y ; 

V K i ^ ^ f ^ ■! \ n h ( it « w d k f ! t bv t ! <. (. t ) i 5 t 

checksijn-! vsiije is correct snd the seqosrsce number is i'l Jhe proper order, the f??assage fs conssder&d to ; 
havs bsofi rscsivad it^ good ccridSiofi. 

The acknowfedgefrieot nsimbsr fisid 82 of each rrjsssage oontsins iho seqiisncs nu-«ber of She Ssst 
raesiage rer^ived sn good fX;rr,i!t:ofi lft>t!S th:? jscknoxvtedgsrTtsrit nun^ber i<s rsc.ejved, S'lss tsafTimiSii;"!^ 
devsoe stofos the mssssgss tn a buffer for possrbfe r8fr3ns:i5>iSi&:ors, If lh« transsi-iitSing devios has stored 
C'fiS; or nfors; messages with higher seqosnoa numbers thsin the iast secssived ssokno^vvkidgement numbsr, ; 
those msssages wih a greatsr ssqufsnes ftymfoer ars retransrnitt'sd, Corrgspondsngiy, whsn an 
aGknowfedgerneni numbsf is ffeceivsd, all stolid meassgss having seqesnoe numbers Isss iban or squsi ; 
to tho iast foceived ackncrvvledgsment oumber are d:srarded. Tbiis seq-.!®ncing snd acknowiedgfnent 
nwthod allows for ths cotiiinooMS flow ef sriter mation ^j^tihoot ths doiay sssociatsd with scknowfedging 
each nwasage before trartsmriliiig the next, and Sssfiiis the asfiount o? data vdfseh rsnisS bs storad to 
5> ^ f > < ^ ^ 5-!P'<.' i >^ - -s oi ^ i ^ot)-: 

snss^^s, are ganefaiiy known to the ad. See ganeraiiy, famr^mim, CoR5p«tef Helwotlis- (F-'renttcs Hall, ; 
■5S81) , esp 84.2, "Sliding Wsridow Profocois", pp. 148-164, 

"['hefe is, how^s'm, one isfnitaliorf orj this cooisnueus flow of sfsesaages, 8«>3ause tf?« i^ngs of raterense 
numb® & is ftrsits, tno !Ts8X)»T;orr; riurnbsr of mssssgos wbich can be ssrsi wlfeouf rspesfing a rafefonoe 

.assigrsed fo unaei<rsowi*dgs<3 m§ssagss, fhe tj-at-:SfnifSing deyi>se csasss message transmissiofis and 
sends ao irfjnfedsaje ackoovviedgenrient request in a naii message, that is, a -nessage which contains oo 
infbrmaSon in its message tsxt fieid, hut vv^hioh has a ssquanoa numbar sqyai to thaj of ths proesding 
massage. The recesYing; devsca recognfxas a noil i'aessaga by its fepetiion oi im pracedsng sequence 
numb® . A oidl message is fhos sjsed te coovey cooSroS inforsnafsoa such as an immadiaie 
aoi<f?ow!sdgsnism rsqusst. The status ^eld S4 is a ons byts {sight bit} Ssid whioh informs tho mosiving 
dsvsoe of fl'ie status of lha 'rssssaga and ptovides a fnodiuf?! far various oentroi rsqaests, 21 daiaiis 
the bits of the status fisid S4. Bits 7 end S ar^s aiways sat to zas« and ana, raspectivaSy, so that iba valoa 
of th« comstste statim hvts 84 is m the range of 32 to 127, Hsnos, tbe vaius of ths ststas ftsid can be 
rspfassntsd tsy the ASCii oo<3as for pmt cbaractors, whioh is coiwai-iisnt fbr diagriostic pijrposas, Sit 8 
inditcatea the trsnamiasion ohannal ovar which the meesaga is traveiiing . A vaiaa of Q in bit 6 reprass;>ts a ; 
femgroand, or higi^ pnohty, frattsmission ohannsl, and a vatea of 1 in bit i> indicatss tise of bacS;g?««fid, or ; 
iow priority, transmsssion chsnnat. Bit 4 is ysed to irsforin the reoesving cos-aouter whether the response is ; 
i^onSainad in mom thari one mesKsaga and ibai thers is at iaas? one more s-nessage to i^orr-ie which is 

svisssago is the isst or oniy segsrisnt in a response whiis a vaiae of 1 in hit 4 inforois tf?« i^oeiviag 
<:omp«isc thai the 

Bis 3 rfistingoishes riormai session messages ft'ojn eorsnec; messages ased when f 

data massage, whiia a bit 3 value of 1 signifies a connect sBqoasi or response. Sin' 
whsthsr 3 messsgs iis a nomiai session i-nes.s.=ige or a disoonneci raquesf, in which 0 ir 

Bis i is se? to a vaiaa o? i so reqiiest retforssmission of sii anacijnowiedg< 
a higher refsjrefioe numbsr than the sck!^owisdg^^!Yioni number of ths mossags containing tbe 
fstfarisofissb;^ raquast. A 0 vaiaa in bit 1 indicates a norn-isi srsassage. 

Bit 0 is sat to a va-ue ot 1 to rsf.jaost sci^nowis>dgfnY(0!-ii from fhs reosssving 'Xii-nputsf Tb;S sigi-isi wo!.iid be 
sent, for sxafnpis, m the sitoatiosi axpiained abo-ve, in whiob the soodiag aoniputer lias used a.i.i of the 
refei'once noiisbers and raqalres an aci«nawledgei'ne!it before sending any more massages. .."\ G vaiue in 

Simiiaf Ysioe caicolatad by the sending device. The same caiaaiatian is pedarrned by the raceivlng Oevics 
snd con'iparfid to the sto.t'ed value to ooefsrm that She massage has been cormc.tiy reoeived. Fiaaiiy, She 
iiisssaga Hi conciuds;s with a cssTiage refLim (CR) S>S. 

Accofding to the invention, when one of the devices invoivsd In a coma?ufiioatson session asads a 
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message, indLidsfrg jj repeated feferssics nombef as dssonbed abovs. This infof rrjs th® fs(«svirsg s 

computer thai aoy {raosadion daia ;ha! may be caniasnsd in the lexJ S^eSd ss to b«5 ignored and ihat ths | 

snen^ionsd fsquests and msponses. Snstesd. a noofiaS massage rosy be used which sencia She rsquest or | 

fsspofise if5fofrfS3tic*Ei, v^hite ■ransadsoo sntormaibrs is ses-it in tie Imd JseSd. rrsesssgss ssf© ssnl when | 

!-!:U!Tsbsr i?f messages is atstSiterdssig, and no moi^ normsS fnesssges inay b-s sent | 

In estaDssshing s csjmDiijnicsSjof! sessioo, ths SsrniiinaS ssiids a connect rtsqoesi nessag®. as show-rs in s 

Fig, 22. Wheo the sessison cofifmSSer fsjyrns s connect response, shdwii in Fig, 23, the session :s | 

established and aii subsequent confifRi.in!oa!iorss pfoceed using ihe message fofrrsat as discussed above. | 

As the bfiginrting of each sas'jion, a series of messages (showr^ iii Figs. 26 and 27) s?« exchangad to | 

detersTssns v^'beSber th* sppilcsltosi pagss residerit m the tsirninai ar« eisrrsi-ii vei-eions, Aii out-dated | 

appifcatian pages; if? ths aser teirrjinal are replaced by currenS verssoris which are drJwrsSrjaded to ihe | 

tSifmioaS, page by pags, 3& n»ad bs. yssng this prsriefined message ttormat. Updates sr© rrisde <5o!y wSb | 

i-espscl to tb® appiicaSiop pegeis) specific to ths servios of ousr^rsl interest to b^e iss-sr. This reduces tifs | 
^ ^<^. h'!. i sb tii ?njlnj in 'iirSui >. e r t -^,,,^0 

«■ ( f '^ f r 1)1} r i: V ii xi 1,^5 i, i! < s I inK I 

ari exchaog© of user ysrifinabon massagiss is eiTipioyed in | 

these cases to ensure a>gaif)st unauthonseg manipyiaEion of consumer accounts, vVhesi b'-e yser has s 

sndfCiKsd his iatsonors tci parfonn a financia: iransaction or ot\&r tiansacson ftsqoising ascass to a sectaa s 
ci3S^as« rn© TP- (6;; -nstr;.!-;;? tnets^-i-p-i^i vsa a riownioadsd psgs to Sj-jM s f<?qi.;?'5! ter sn i-r-crvpS'O!-: 

key Tbs TPS rstoifis a ■■andon^iy generated ksy. The ernast card ir; the teiepbone- con-sputer uses this key | 

So fi:nc;fypt the f:«ngfjmsir*s parsorsias idenfificafson oode (PiiCj , tiia! is, a coda indicating bis righS to accsss | 
tiis secure dstabase. The sncrypted PiC is ti^sn transmittsd to th« netwofk i-iost computfir in a risfir 

versffcstscjn message Ssmiiariy. apy other secajra inforoiiasion may be anoryptod at any iinie dyrsng a s 

time a k«y is rec|>.i8st§d, a new encrypbcn ksy ;s gensrstssd. | 

iriforri^alionai and financfai servica computer §^yst$ms. Such tfansactions can tsKa a variety of forma, aa | 

S'M be ynderstocd by fhose of sikiii in the art. | 

Once fee pags ypdsbng procadure hss basn compiatsd as naosasafy .sad the tsrm-nsi is ioaded with tbs 1 

sppficatson pagse necsseary to scoass the sssvics b5e consumer dssirsS; ii-i« consurjier can sifect | 

Sransactions \.viti-! ssrvics providefs. Oparafions then proceed in s sirriipSa and straighSforwarr^ rnanpar. The | 

reqyired, and the apps-opfiats messago is ss^nf i>y the tem-::rs,3i to the servios soitiputer whiri! aoiiveiy | 

provides a user^fdeadiy intsrtaoe. and the networit host eomputsr tran&iatsa user's reapohsea to promprs, a 

mnl by the terrrstnei to the wtwrk host computer in a first {&rrml. into format | 

convsntionaiiy empioyed to acosss the partiouisr servsos coriipiiter SQa-d prisvsding ths ssrvsca Oesirsd. a 

In gerserai, b is desirabie thai !he prompts be sufficiently definite ihat the nser can inptd. aii inquired | 

iasSnjctsons osfrtg csFJiy the ": 2 iteys of a taiephoae iseypaa rasponsivss to pronjpfs wb;oh are updaied in s 

reeporsse to the saqoence of prior respor^ses. Ti5is greatiy simpiifies oss of the eysterji, and contributoe | 

4-'". Sv tv t ■■ if ^ ^ ■< I •■ i<- 5a">f "it h- sn snU fio\y c in\. nt cs- ^■^ J^ bo | 

the mmW iteyboard 14 sisding out of the housing of tl5e feiaphone-oos'nputor is ussd, if ti?e oorssumer | 

v,'ishes to tise a ssivsce for\vbich ihs teieprione-compuief has not ssofed the appiicafeon pageS: an ex^oiicii s 

flexibiiiiy in provision of network access to users operstirig sinipie. fow-rjost, liser-fdendiy terrrjinai ti 

devices. | 

The fpifowing ptavides additional escampiary dstaiis of fypicsi rnessage formats and corrimtjnioation | 

the art, given th© diadosur© pj-r^vidsd by this appiioation. | 
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Whs;-! a (XBifBunicaSion session befwssn the termisiaS snd th© )>8^A'ork host cosi-iputer tiss been 
gstebSkvheci and feoti devices are prspafssd to comniuniCTte iii Sink Sevei protocoi n?essagi5 fomiat as 
shown m Fig, 20. Ih« tsrmmal oamputer sencis a ooonsd s^qusst m§ssags as shc(S<;n sn FIG, 22. Ths 
consisct fsqoest msssiags coRtsins no mfonrsafeon ;rs the message text ffe^d, b!.iS: S'se connssa bit, bit 3 of 
the sSaios Seid 84 of the 'jSidsng windcsw pfotocoi header (see Fig. 21 ) , fs set to 1 . The sequence srsd 
sckoowfsdsmsntfisSds 80 asi<i 82 as show^n in Fsg, 20 

set to zsra. bolthe sequence BUR^bsr may b&gsn as 3ny nusrsher imm 0 io 9. 

Whsr: lh« rilsstvsofk host computef csc^tvss th« connect request sfsessag* as shows-; in Fig. 22 fs'osTf ths 
tesTnitsiial, it sencs a cosinect snessags fesiponse as shown in Fig, 23. As \vitn iiia co-inact roquest 
fifs-ssage, ihs cos'snect hit m ths sSstu'S ftssd &4 (s ssst So 1 ASthotssjh She ses^sisrics ssid acknowiedgsjfrsenS 
Isolds 80 asid 82 ars again sSsown hes's as "0", the s>8feiork cosT;:0!.ifer ochoss back, isi ths acknowtedgssiss-it 5 
field 82 of ise cofsiiecl rospcrfss BseajKjge, the s-sqi.!«nc« siussibsr ssnt by ths testssirsai in she- cofsroct 

So 9. Is-! sis next message, {!■!« tenritnai will sssraSas'iy inoiude an 3okt5ov^i8dgefaeri! niss-rsber equal to &i8 
ssqus tice ois^sbss- of the mrffsec: (■8:spos>s8 stsessage. Ths other fssids of She oorisieos and oonssec! 
respons© srsesssges are 3& described sbovs. 

pages residesit fo ths {srrninai are ijpdatad as necessary. Siiperseded asid ooSdafsd pagesj are p^irged, 
and fevsssd versions s'spiace sariier vetssons. As storage is issi'sited in the leispi-sos-ie-oosTsps.itss', orsiy ths 
pages thai !sr» hequssitiy sjssd by ths (ndivldi.:?!! conswo^es are resident. Isiheqw«sitly s^sed f.i;3gss ran b« 

used: nolwork sofVica providors. The updaisstg pf ocess ocouiis at the bogsswing of sod? a8ss:oh, hot page 
downioads am be J«qu8sted at any tiros ihf oiighoul the session, sites the iog-on pfoceas has bo8s> 
flompSeied. The sarrse cornmiinioatlor: process can be usssd to iipdats pages o»:~?«aiiy stored In the 

VVheri smv vss-sscsiis are developed, 

tfansfsfred io Ihe ierrifinai; pags-by-page ds.(!'is-:g '•:orrf}3! {Mrrsrounicaison sosssona. The format of Jf^o 
rs-isssage les<t fioid of s-s-sessagos eschanged dwfsng the page dows-^ioadsnq prooss!? is ditfarsnt tt>ar, ^^''h»n 

text Sl'Sid 74 raspsct Io cosivesitlss-iai trasisacticso mossjagas as^id pag® dov\'s-:ks3dsng nHsssagos, 
resfsecsjveiy. As sfiowsi: srs Fsg. 24. she transactfosi mesisags iocSs-SOas a tnsosjact-ori type code sleid 92. AS: 
iuisssqusrtS msssags eiss^isnts 84 and SQ ars 

-^vS r Lr hvvni- fit irv-cs'-i; 'ttid * -r vurv >v'suh"-o« ^■^■^ 

used fof ses'sdis'ig ts'3!'iS30t:os> message text Ths first fieid of ths sfssssage texl fisid 74 Is a ts^nsactson type 
cods S2. This is foiiowsd by os-^s or mom groaps of hvo fiaids, Esch group of tvvo fsaids ssidudas an 

compwisf 60a-d seieotsd fequifss a ossf id«ht:fio8t::on riumsjei; asid a ieqs.!©st to this sft^oi has hseh sestt 
!d she tofmina! by the netwofii iiost compiiser, tha ttarTj'iinai gsoeraies a messsage inoS!.idi?5g a asde in She 
oiemes'it iD fisid 94, it^dicatsrsg thst ths sufossqusnS oismsnt daSa fssid 90 incitsdss ths usfir sdsntshcatson: 
nymbsf Additional data, such as the tisor account n>.:mber, can be Insioded In tha sarne rnossage. .Again, ;; 
Shs accoisnt oombar would ba iooatsd In an oiarr^ant data fioid SO. and vvould ba precadad by an alsrnanS ;; 
10 indlcatii-ig that Ids subssguent dala ffeiq snoitsdes ths account sHsmbsr. This method of oomsTsus-iicatsng 
data olemenls, by pfovlding fhes-s^ in gr^aps of iwo fsoids, specifying tha 

oiemes'it idsnttfication and the oismsnt dafs, is important to the sflicisnt nsslteafton of fhs comm«nscatiof'?s 
schssTiS acccs-ding to ths ss-ivej-igofi. 

Fig, 25 shows the fos-msl: of a pags clownioaded m8ssag«. This lomiat Is issad for downioadls-ig pages of i; 
HAL software frosrs a network host oosTfpoter fo tfie individual terrnlnai. For sxasrsple, si.ipoose tf^e tersTftoai I 

v,s 01,! 5o Ei I ,„"s a 1. c< f -son Jut ess :jOi i >"n ? -^st ^ S>" o >. ^ es s ,"iess >j a k<:»v ,ce n-tv \« lie s; t as 
mqtfest for socess to a ssrvics cosYspotsr 60a-tf , the initial reqosst for acosss fo a sefvice will be 

^ ^ i-\ f \ 1 il ! iS O<0x t t (: \ o f Si •^o ti. 

sofvtoa oofnpater it rfacoasary, the network host wiii dows-iioad she tafast vsrslors of lhal page usis^g Ihe 
downioading msssago fsxt format as shovsrr^ in Fsg, 25. This tsxt Is stored in ths msssags f«KS frams 74 of 
the ovst^ll message as ahowo in Fig, 213. 

Ths dov,<nio,«ding siu^ssage isxt forn^iaf: cosnmenoes with a trsnssction typo cods field 1 10 in which is 
provsdsd in aiphabelic transaoflon code sndscafing, for exarsspis, that ths subsequent data is a page of a 
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HAL. appiicsiion progrsm, Thss is foitew«d by a page n«f?!b8r feid 1 14 which inc:i.ides the page nonibfif of | 
psgs fisedad by the ie-rribssS ss pfovided sn 3 page dais I1«id 1 18. | 

"['h® foifawiog 'Sascrsption of Ftgs.. 26 and 27 provides mors dstaii&d vsews. of Sho vvay sn ihs tenfii!'?aJ s 
sfid neS'A'Ofk nosi compufef detenTjir?* ihs!: an ypdafes of a parsfcuisir Sa,!Tnin3S sofevsire is necsissafy. As s 

page update esohangs, Ti-;ss?s are essmpJary q1 Srafissctson text f:r5sjjsag>3s, and wjii provide to iS'foss of s 
skis SSI tha art suffioieot snlofs-siaSoo fe ij-rspion^eot the other | 

cor!~:m!.!f5icatso!:~!S nscesssry 'o s??set Sh& functions c-t tn® invsntson, Oii-isr nse&ssary messages gsn&rsSSy * 
follow she satne fofrifat. Thsrr de-aiied fonctions and impisfnes-ifaiioo are consides«d to be w:thin She siisSi s 
of the .an: The ten^-sins; ssof^s sn Uirarfate r-jfsrence numhsr (UR'-^) mqs.!ss! f-^issssge foi-ov¥«ng tSi« mcsipt s 

it it V. "'^ 1 f <: n i> 1 s J is T U s !? si ^ i! t s i l^^ iOf | 

cod® 92, shown ham as VI?R. | 

Thus, She data field 74 in thss faqitesS message comphsss the highest paga niifisbsf 98 of the appiicaJiors ti 
mm 100 (».s(ke<i ti 

PfH, ti"!® type of termifiai foeiog ijseirf This irtformatior! is ssTiipoftsnt In detenf^inirsg the pnodty i^sfici in | 
sSind:r!Q iipdats snfonn^sjioo, Ths ti:v?l da»a f:«k1 ^06 !nokid<ss Shs ^sr^rtins: SD Ths !-!St\\r.tt corr>pu'ef 

fasponds to She URH raqyest rfiesssge F:g, 26 wtiS; a URNi feaponse msssage as sS50^s;^ -.n Fig, 2?. ti 

Ths traosactioo ooo® S2 (VER) is rspesterf. | 

This repeSitson of trsnssotiafi codes is used m ail tr 
dstefmioa She inquest messaga So which a givan !■ 

The next daSa fisid 98 id tha URN response is Ss^e 
the natwcji'k carfjptiiar. Ti"!e fmai data fieid is a 2 di' 
informs She user tefmioai vvfiether psjge opdafing i; 

If INs tefmins* URN ss \mm than \he mimtk tsompujsr URR page 
host compater accumoSsSes She i;st of pj.sigss thai h8V« n«vv vsar^iosis 
smpioying fi>s tamiinai URH md ths nsfe^«5ri< ho&S computer URN. | 

\'» ii-c i t s f ! N f vi h) > " "t" ^ pa " (iiitd >j 5, !< », qr w f n; } 

UR:N; fesponso message. Jhst is. irrsfTjediateiy ispoo «s;abiishmeoi of ths session, if any of She pages have s 

"1" ars p«f in a KSfo iafigth transaction file, Sf during the ssssion, tdlfowi«g the pag« update prooess, ths | 
Of ^ vS ■>'so i-^t -"-h ^^ttsr ■'aidies c have n o v v. > < ^of * | 
page regoeat cm h& sent. | 

ui-iigoe aspects of fhs syatsm of the inversSior!. Of psrticoisr impoffaoce in allowir^g a user fhendiy home | 

fsfminai system to bs smpSoysd tvfth a vanaty of scsvics oomputars i& the concept of provirjiDg a nsfwori^ | 

x4 V >MOi. <• -"v^ )»c«i^>*s-fe., I eS*. -^) '^t!5 v ^sstef^'iOu ^ ^ -v^. ^ ' ^s i ^ 1^e»t? v ' ^ | 

reqoests for any addiitiOFiaS oats rnqyimd, togisthisr ^ith ^ji-ser? commands sr^d th» iiks. such fhat the | 

■Inteiiiperfoe" oS ths r(8fcvo;-k host is sffectiveiy cos^hioed w:th that of ti5e ussr t8rf?!io8i to gsn-erese aii s 

bstwssn the yasr and ttte ssrvfc« computer to a minimum, wi^ich is imporSaoS in reduoing She cost of ft© | 
sefVioe: to ths Coinsumef . | 

Ths «s« of the nsjtvvofS-; host oo!-np«S«r to update the sofevat 
also has great sgrsiSioance, m that in Shis way tS^e Ssrminai 0 
cspsbiitties, white femaining a feiativeiy inespensive and ooiTjpaci unit and 

i'siasning ihs "ussf -fnendiy" sppeafance wi^soh is highSy dssirsbie, FurSi-ienYiore, ti5is oapabiiiiy aiiovvs 
^ vi:'".^^ S\frt <j( -.(:'<. t., 01: o OS ^ X* tht >.tun 0.. eg^ j ^ n f V.J; I xdi! io otine 
Sssrmioai Ths "siigmg wiodovv" srror as^sotioo and ooi-rcoStoo sciisirts ». siso hsgniy usafui m rsaiisiiig the 

The use of the standardised msaasgs format discussed above, io whit;h varying nornhsrs of individosi 
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n be <so}«muo(cal8d back aod forth &eSv¥s«s5 the tiwrrrssna! and ihs nste-oslv host computer, | 
simpfy by specsfyiog she identfficstson of ths eteroeoS. is sslsc} of grssst «$-iity, snasffsud-s ss this gresSiy 
?^!!-i}fJti(js coni!-v!U!catvVi 'jit-N^-^sn th^- teifi-iiiui iinc5*-^» !-i»To'Cfk f^osJ s x1 .e^ii-tes ihis „C!^>f>^^ni«s>:c>!- 
fsiaiiveiy fiaxftjie, ti-;e siasrie tifse, use of the ssins overass STJesasgs fcsTfist for aii fi5sssagss, Inciudsrsg 
both data jtei-rss such as uses' idenfjficajsoo nijmbef'j snd softwarsj such as rfowrjbaded pages, fuhhsr 
simpSs5iss communscalion schsms provld&d acaoraing to invsntion, 

Th« foregoiivg description « oniy iiiystfstfve o? ths prrndp^is of she presesif irivsmjori, \i :s to ho undsrstesod s; 
thst the pfss&r.t ifivefiisor; ss not fo be isf'-sited lO the sxar.- Ci-;ns.iK;fj*:<j!-! as iiii.istratfsci arn-J a»sc<-ihef.i h«sm;:"!. I 
: \vt;ich t;5ay b« j-rsads Withsn ih^ scope mrJ fee «pss'S of th« pres-ssit inv«nt:o;? 



